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Short description
NTNU in Gjøvik has been offering a doctoral (Ph.D.) programme in Information Security in its own
right since accreditation was granted in 2008 by the responsible regulatory body which has attracted
successful high-calibre candidates nationally and internationally, but has been conducting nationally
and internationally recognised research particularly in the areas of Information Security and media
technology, particularly Colour Science previously. The success of these highly international research
groups at the Faculty of Computer Science and Media Technology has resulted in the accreditation of a
more broad-based doctoral programme in 2012, which continues the Ph.D. in Information Security as a
separate and distinct degree. The overall doctoral programme is in Computer Science, however, and
also allows candidates specialising in Information Security to choose a degree in Computer Science as
the desired outcome.
Within the Ph.D. in Computer Science, several specialisation areas are available, and candidates may
elect to have such specialisation areas highlighted explicitly as part of a Diploma Supplement. The
specialisation areas include Information Security where candidates elect not to take the degree in
Information Security outright.
Each specialisation area is generally aligned with one or more research groups investigating related
areas including in explicit laboratories (see the informational appendix A for a description of active
research groups), and for the purposes of the study plan is grouped into Tracks to capture
commonalities in the area of studies to reflect the fact that Computer Science as a whole is sufficiently
broad to require some further guidance. Not all possible specialisations that are generally considered to
be constituents of Computer Science are reflected as Tracks. Instead, only Tracks coinciding with a
research focus at NTNU in Gjøvik are instantiated. These tracks can change over time, and while a
newly-enrolled candidate will normally remain within a single track, it is possible that at some point a
change in track will occur, see section "Track Structure".
Given that Computer Science as a discipline has been in existence for more than half a century, it can
no longer be considered as young and immature; its core constituent elements are ranging from the
theory of computation, the study of algorithms and data structures, databases, programming language
theory and formal methods, the study of concurrent and distributed systems, and information and
coding theory among others in the theoretical field. In the area of applied Computer Science the
development has almost inevitably been more fluid with new application areas arising whilst others
have declined in relative importance. Many of these applied domains themselves such as artificial
intelligence encompass a wide range of sub-domains, while others are linked closely with other
disciplines such as electrical engineering and materials science in the case of computer engineering and
computer architecture, even with the Arts and cognitive sciences in case of computer graphics and
visualisation, other sciences as in the case of computational science or medicine and health care in the
case of health informatics, and touching upon organisational sciences in sub-domains of software
engineering and information science. Information security in turn is a cross-cutting concern that itself
ranges from theoretical Computer Science and Mathematics to economics, touching on most if not all
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of the domains outlined above. A substantial aspect of Computer Science is the construction of models,
which have incorporated a number of areas and are likely to expand in the foreseeable future as the
systems amenable to computational exploration, analysis, and simulation expand. Many such models
are exploratory in themselves, particularly in engineering-oriented sub-fields of Computer Science.
Both the characteristics of Computer Science as a genuine discipline and the need to reflect the range
of specialisations have been reflected in the very first proposal identifying the term Computer Science,
where an explicit Graduate School was put forward [1].
The Ph.D. in Information Security broadly overlaps the Ph.D. in Computer Science and much of the
research conducted in the context of Information Security is indeed a sub-area of Computer Science.
However, some specialisation areas in Information Security are more closely aligned with adjacent
disciplines such as Psychology, Economics and Management, Law, Organisational Science, and
Electrical Engineering, and the Ph.D. in Information Security is in part maintained as a separate degree
programme to reflect this distinction.
By necessity any doctoral study is individualised even within closely related research areas; an overall
study plan can hence only give an outline and template for the creation of such individual study plans.
Broadly, however, any individual study plan must seek to ensure that a commensurate set of generic
skills suitable for doctoral candidates is imparted, and that this is accompanied by an understanding of
questions of research ethics both at a general level and where necessary more specific to a field of
research. As is the case for any doctoral programme, moreover, one of the principal objectives is that
candidates acquire a rigorous background and in-depth understanding of any Mathematical and
scientific methods appropriate and suitable for their field of research and studies as a foundation for
their original research. This is to ensure that one of the objectives of any doctoral programme is met,
namely to enable candidates to undertake largely independent research on completion of the
programme whilst having more specialised research under supervision where guidance both on the
research questions to be pursued and the methods to be employed is imparted by a candidate’s
supervisor or supervisors.
The overall structure is broadly divided into two components, namely the Taught Component and the
Research Component. Both components can and will generally be conducted in parallel and should be
mutually supporting the principal objectives of resulting in an original contribution to the body of
knowledge in the area of specialisation and supporting learning outcomes described below (see section
"Expected learning outcomes"). The candidate’s supervisor or supervisors will provide guidance in
creating an individual study plan beginning with the elaboration of a set of taught modules to be taken
throughout the course of studies and the research proposal at the time of admission. This individual
study plan will, however, need to be reviewed and adjusted periodically to reflect changes in research
direction, newly gained insights and knowledge, and in response to any contingencies arising. Reviews
should take place as part of each Semiannual Review but may occur at any time.
The Ph.D.-regulations (in Norwegian) at NTNU:
https://lovdata.no/dokument/SF/forskrift/2012-01-23-206?q=NTNU%20phd
Also see the PhD-regulations in English.
Duration
The programme is considered part of the third higher education cycle, namely the Ph.D. level. The
Ph.D. programme is arranged in such a way that it normally can be completed within an effective
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three-year research education period assuming a full-time mode of study and extended pro rata for
part-time studies. Of this period, the equivalent of at least one semester (30 ECTS Credit Points)is
reserved for organised teaching and learning in a form and manner appropriate to the study outcomes
including but not limited to courses and seminars, the Taught Component.
This Taught Component must be completed at the time of submission of the dissertation, but unless set
out otherwise in case of a conditional admission (see section "Admission Criteria"), no further
requirement on the time at which the taught Credit Points are to be accrued are made. The requirements
for each module are set individually, and decisions are made on a Pass/Fail basis. All modules forming
part of the Taught Component must be passed.
The Research Component of the programme encompasses the bulk of the candidate’s studies and is
formally contiguous from the time of admission to the day of the viva voce. It is conducted under the
supervision and guidance of the candidate’s supervisor or supervisors and will result in original
contributions to the body of knowledge commensurate with the degree sought by the candidate. These
advances should be documented through a peer review process prior to submission of the overall
dissertation, but may be submitted as a single work where this is appropriate and justified by the
character of the research and has been approved by the candidate’s supervisor or supervisors.
The Ph.D. programme must be completed (as determined by the date at which the viva voce takes
place) within eight years from the date of admission as specified in the letter of admission. The above
period may also be prolonged in case of formal interruption of studies or where extenuating
circumstances have been taken recognised. Unless such extenuating circumstances are required to be
considered by law, they are decided on a case by case basis by a committee consisting of the Director
of Academic Affairs, the Director of the Ph.D. programme in Computer Science or Information
Security as appropriate, and at least one of the academic supervisors of the candidate by unanimous
consent. Where such consent is not reached, the application for prolonging the study period will be
considered as denied.
A prolonged maximum study period may also be approved by the Admissions Board in consensus with
the Director of Academic Affairs in cases where applicants wish to pursue the Ph.D. programme on a
part-time basis. In such cases the maximum period must not exceed ten years and will be noted in the
letter of admission.
The PhD programme is a supervised programme. The PhD student will have regular contact with his or
her supervisors and will typically participate in a research group. For candidates pursuing their studies
on a full-time basis, the targeted time to completion of studies is three years or four years in case the
candidate holds relevant teaching or research duties.
Track Structure
As noted in section "Short description", the breadth of the discipline of Computer Science is such that
some form of specialisation is inevitable at all but the most fundamental, but certainly at the doctoral
level.
The Computer Science programme is therefore divided into Tracks, which represent groupings of
research (i.e. the Research Component) with suitable modules forming the Taught Component. Each
candidate will, as part of the initial application process including the formulation of the research
proposal and individual study plan, identify one of the presently offered Tracks that is most closely
aligned with the candidate’s research. These will generally coincide with major lines of research within
the faculty and may change from time to time.
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Information Security is administratively retained as a Track, but has a special position in the overall
structure described here as it is the only Track that has a dedicated degree programme. Generally, a
candidate wishing to pursue studies in Information Security must, as part of the formulation of the
application and concomitant research propopsal and individual study plan, decide whether the
application is to be considered for the degree programme Ph.D. in Information Security, or whether this
is to be pursued as a specialisation area within an overall Ph.D. in Computer Science. In the latter case,
a candidate may elect to have the specialisation area (Track) mentioned as part of a Diploma
Supplement as is the case for all other Tracks.
Once a candidate has implicitly chosen a Track by virtue of the research topic (for a description of
Tracks described below), this determines the Track-specific mandatory module as described below.
The Track to be followed must be noted in the application documentation.
Candidates may change Tracks at any time; however, as this is only possible where the candidate
changes the main research area, this must be approved by the candidate’s supervisor or supervisors. If
the change of research area coincides with a change in supervisor, rules, procedures, and regulations
for changes of supervisor must be followed and a suitably revised individual study plan must be
submitted and approved.
Expected learning outcomes
The successful completion of a Ph.D. programme provides a number of specific learning outcomes
listed in the sections below. Beyond these, it introduces candidates to the methods and principles of
Mathematical and scientific inquiry. This is taught both explicitly in specific courses, and also attained
by collaboration with researchers including the candidate’s supervisors and research groups. This also
seeks to provide insights into the processes of research and project management beyond the immediate
remit of a doctoral research project.
The specific learning outcomes expected to have been achieved upon completion of the study
programme are grouped into three categories in accordance with the national qualification framework:
Knowledge, Skills, and General Competence. These learning outcomes as listed below, relate to the
generalised descriptions for Ph.D. level study released by the Ministry of Education and Research
(Kunnskapsdepartementet, KD) [2].
For the purposes of the description below, the structure outlined in section 1 justifies consideration of
Information Security as being encompassed by a broad definition of Computer Science and, where
adjacent fields are concerned, that these are subsumed in this programme for the purposes of the study
plan. The following does therefore not generally distinguish between Computer Science and
Information Security but makes reference to a given specialisation area or Track unless otherwise
noted.
Knowledge
The Knowledge learning outcomes are primarily achieved through the development of the dissertation
and guidance provided by the supervisor during the course of the Ph.D. programme. The development
of the thesis will generally arise from the preparation of peer-reviewed publication during the
programme so as to ensure that the student is conversant with and in his or her area of specialisation at
the forefront of research in their field. In cases where a dissertation is not accompanied by supporting
peer-reviewed publications authored or co-authored by the candidate, alternative forms of assessing
whether the candidate is similarly aligned to the state of the art will be devised by the supervisor or
supervisors of the candidate.
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The Taught Component for all Tracks includes a mandatory module which covers the foundations
research ethics, and a mandatory module specific to the Track in which the research is undertaken but
which provides a degree of contextualisation of the candidate’s own more narrowly defined research
area. Beyond these mandatory module, candidates may choose under the guidance of their supervisor
or supervisors from a range of optional modules that is adjusted and updated from time to time. These
optional modules encompass areas including research methods and specialised modules generally
covering aspects of the current state of the art in a specific research area. The outcomes of both the
individual research in the Research Component and the completion of the Taught Component will
result in:
Expected Knowledge Learning Outcomes
1. Knowledge of the most advanced research in the candidate’s specialisation area (Track) of Computer
Science or Information Security, respectively
2. In-depth understanding of academic theory and the preparation of high-quality research pertinent to
the field of study
3. Ability to select appropriate research methods and techniques suitable for the candidate’s research
field
4. In-depth understanding the current state of the art in the individual research area, and the ability to
appropriately employ methods and existing research results in the development of new knowledge,
theories and presentation of research in the individual research area
Skills
The learning outcomes in the Skills domain relate to activities in the research community. The precise
skills possible to acquire within the context of an individual study plan will vary as some research is
intrinsically more collaborative in nature while other research may essentially be a largely solitary
endeavour. Where appropriate, however, the Ph.D. programme will seek to impart skills suitable to the
active participation in collaborative research and, on completion, also the ability to independently
conduct and lead research within both an academic and potentially applied context such as one found
in government and industry. Whilst the latter is not achieved or typically achievable by candidates
themselves as part of their studies, successful completion of the programme enables to translate the
understanding of processes and dynamics from observations and taught elements into such abilities. As
in case of the previously described Knowledge outcomes, the preparation of the dissertation forms a
significant part of the development of these learning outcomes. The experiences passed on from the
supervisor and in the writing of peer-review publications contribute to the student’s ability to interact
with the national and international research community and to disseminate their research findings. The
outcomes of both the individual research in the Research Component and the completion of the Taught
Component will result in:
Expected Skills Learning Outcomes
1. Ability to perform the planning and preparation as well as to lead and manage research projects in
the area of Computer Science or Information Security, respectively, in academic as well as in
government or industrial settings
2. Ability to support and participate in academic, government, and industrial research at an
internationally competitive level
3. Ability to comprehend complex academic issues and the related ethical considerations pertaining to
the design and conduct of research
4. Ability to understand and challenge the existing knowledge and practise in the chosen specialisation
area of Computer Science or Information Security, respectively
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General Competence
The development of the General Competence required to participate actively and constructively in the
international research community, and to interact with other collaborators from outside the area of
specialisation of the candidate within the discipline — considering that the discipline is often called
upon to serve as a bridge to other disciplines as noted in section "Short description" — and the general
public are covered by a more varied set of learning outcomes.
The elaboration of the thesis and preparation of the dissertation still has a major impact in teaching the
student how to organise and explain their thoughts and research but these outcomes go beyond the
formal written presentation of scientific research. The ability to speak with clarity about these
advanced research topics needs to be developed and is provided by the student’s attendance at
conferences, seminars, and workshops for the presentation and discussion of publications. It is also the
result of interactions at workshops, seminars, and tutorials within the faculty and culminating with the
public oral defence of their research in the viva voce. Mandatory taught courses in research ethics are
employed to develop an understanding of the wider societal impact of candidates’ research, while
collaborative techniques enabling interaction with other disciplines and to conduct projects to provide
high-quality, and ethically valid research will be imparted by supervisors as appropriate to enable
candidates’ advanced understanding of both their area of specialisation and the wider context of their
chosen domain within the discipline of Computer Science.
The outcomes of both the individual research in the Research Component and the completion of the
Taught Component will hence result in:
Expected General Competence Learning Outcomes
1. Ability to identify new problems arising from recent developments in and related to the chosen
research domain within the discipline of Computer Science or Information Security, respectively, and
the ability to assess the likely impact of such developments on society
2. Ability to conduct ethically and scientifically sound research in the chosen specialisation domain of
Computer Science or Information Security, respectively, within the bounds of the law and given due
consideration of ethical and moral constraints
3. Ability to successfully conduct and manage research undertakings which may include aspects not
only from the chosen research domain but also from other domains within the discipline of Computer
Science or Information Security, respectively, and elements of interdisciplinary research involving
diverse groups of individuals
4. Ability to organise and participate in research and development through established national and
international research frameworks
5. Ability to argue the merits, limitations, and possibilities of new developments in the chosen research
domain within the discipline of Computer Science or Information Security, respectively, at a level
commensurate to the international state of the art such as in internationally recognised fora
6. Capability to apply current abstract research and methods within the chosen research domain to
specific problems in creative and innovative ways
Target Group
The target group for the Ph.D. study programmes encompasses candidates holding a relevant M.Sc. or
M.A. degree (or equivalent) whose degree classification matches the requirements set out in the section
Admission Criteria. Such candidates may wish to pursue careers as academics, research scientists, or to
hold advanced positions related to both a candidate’s specialisation area and more broadly Computer
Science or Information Security, respectively, in industry and government. In cases where research is
conducted in an interdisciplinary area, candidates may also be drawn from these disciplines and return
to these on completion of the degree programme.
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Admission Criteria
In order to be admitted to a Ph.D. programme, the applicant must normally hold a M.Sc. or M.A.
degree encompassing a total of five years of full-time studies together with an appropriate
undergraduate degree equivalent to 300 ECTS Credit Points.
These degree programmes must be approved by NTNU as suitable for admission to the respective
Ph.D. programmes.
M.Sc. or M.A. degree programmes relevant for the purposes of the Ph.D. in Computer Science and
Ph.D. in Information Security include but are not limited to Mathematics, Computer Science, and
Electrical Engineering and combined degree programmes incorporating substantial elements of these.
Further degree programmes in different or related subjects may be approved on an individual basis
taking particularly the proposed area of doctoral research of a candidate into account. Generally such
degrees from related or adjacent disciplines will be held in areas that are of immediate relevance to the
research area forming the candidate’s proposed research area.
For an application to be accepted, the above degrees must also satisfy minimum requirements for
degree classification. Based on the common Norwegian degree classification scheme, these
requirements are:
The candidate’s average grade for the undergraduate degree (generally B.Sc. or B.A.) must be A,
B or C (or equivalent)
The candidate’s average grade for the postgraduate degre (generally M.Sc. or M.A.) must be A
or B (or equivalent)
The candidate’s M.Sc./M.A. dissertation must have grade A or B (or equivalent)
These requirements may be waived or reduced in part by unanimous vote of the Admissions Board in
exceptional circumstances. These include cases where an equivalent degree classification cannot be
established or mapped onto the above scale.
Where candidates hold more than one degree of the type stipulated above, the Admissions Board will
take cognizance of the degree more closely aligned with the proposed research area or, where this
cannot be established, will give precedence to the most recent degree obtained.
Where the format of a candidate’s degre programme does not comply with the above structure, the
Admissions Board will seek to identify a suitable mapping. This will generally be the case where a
single degree programme encompasses the equivalent of the 300 ECTS Credit Points; these are
considered to be equal to a structured programme.
Moreover, waivers and reductions may also form part of a conditional admission. These may be
granted if the Admissions Board is satisfied that extenuating circumstances are applicable for a given
candidate or if a candidate does not fully satisfy the conditions outlined above. This will generally be
the case where a candidate has not completed degrees whose studies are equivalent to 300 ECTS Credit
Points or where the postgraduate element does not contain an explicit dissertation. However, the
Admissions Board can decide from time to time that a condition be imposed on a candidate for
admission based on unanimous consent.
Failure on the part of the candidate to meet the requirements imposed by the Admission Board as part
of the admission letter will result in the admission considered to be rejected effective with the date of
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the original decision regarding the application.
A candidate satisfying the admission criteria described above fulfills only necessary conditions for
being admitted into the programme. In addition to these requirements, a candidate must also be
successfully assigned to a principal supervisor and must have submitted a research proposal and
application documents satisfying the candidate’s anticipated supervisor or supervisors.
The anticipated principal supervisor (or one of the supervisors in case a co-supervision is anticipated)
must be satisfied that he or she has adequate resources at his or her disposal to provide adequate
supervision, and that the proposed research area of the candidate is such that it falls within the area of
competence of at least one of the anticipated supervisors or of the principal supervisor. If any of these
conditions cannot be satisfied, an application may be rejected; in this case the admissions board will
note that the rejection does not reflect an inadequacy on the part of the candidate if appropriate.
Course Structure
The Taught Component of an individual Ph.D. study plan instance must comprise at least 30 ECTS
Credit Points. These 30 ECTS Credit Points must be part of an approved study plan which may
encompass more than 30 Credit Points together, but where any Credit Points attained beyond the
requirement will not have any impact on the assessment of the degree programme outcome.
The initial study plan is must form part of the application to the chosen Ph.D. programme and is
elaborated in co-ordination and approved by the prospective supervisor before being duly considered
by the Admissions Board for approval. On acceptance into the Ph.D. programme, the individual study
plan may also be amended and altered subsequently at any time. Changes and amendments must be
approved by the candidate’s supervisor or supervisors and, once this condition has been met, must be
submitted in writing for approval to the Director of the Ph.D. Study Programme. Candidates are
responsible for ensuring that a current and valid individual study plan is held by the Secretariat of the
Ph.D. programme. This includes the responsibility to identify whether chosen modules are or can be
offerend within the cycles chosen and identified in the individual study plan.
If, as part of the elaboration of an individual study plan, it is determined that a candidates research or
courses forming the core of the study plan have further prerequisites, a candidate can be required to
take additional courses and seminars in excess of the 30 ECTS Credit Points.
No Credit Points may be accrued for courses taken at the undergraduate level, but up to 10 Credit
Points may be approved for courses taken at the M.Sc. level.
No courses forming part of the individual study plan may have been previously credited in the course
of any other degree programme. The review of individual study plans ensures that overlap between
courses credited to other degree programmes and the individual study plan for the Ph.D. programme
are minimised.
From time to time courses may also be taken for credit from other accredited institutions provided that
it can be established that the content and level of such courses is equivalent; the approval process for
such external courses is undertaken by the Director of the Ph.D. Study Programme or the Director of
the study programme most closely aligned with the module submitted for approval and requires
submission of the syllabus and curriculum as well as of any assessment criteria by the candidate
together with a valid official transcript of the module.
If a candidate has taken courses prior to commencing studies in the chosen Ph.D. programme, Credit
© NTNU | Teknologivn. 22, 2815 Gjøvik | Tlf. 61 13 51 00 | Faks 61 13 51 70

8 / 122

Points which have not previously been credited to another degree programme may be credited provided
that the examination awarding the marks and concomitant Credit Points has taken place less than five
years before the start of the studies under the chosen Ph.D. programme. Where Credit Points are to be
credited for courses which were not marked on a Pass/Failed basis, they must have been marked at
either the A or B grade (or equivalent).
Each individual study plan must encompass one module on research ethics and one module which is
specific to the programme or Track chosen by the candidate (see section "Tracks" below). These
modules must be taken at the Ph.D. level and are offered by Gjøvik University College from time to
time. Where equivalents of such modules are to be taken from other institutions, this will require
separate approval and precise scrutiny of the respective module syllabus.
The requirements for the Ph.D. in Information Security are the same as for the Track in Information
Security within the Ph.D. in Computer Science. All Ph.D. candidates (regardless of whether they are
enrolled in the Ph.D. in Information Security or Ph.D. in Computer Science programme) must
successfully complete the following module or an approved equivalent, namely IMT 6001 (Ethics and
Legal Aspects of Scientific Research).
Candidates are also strongly encouraged to learn about general aspects of scientific and Mathematical
inquiry, particularly on methods both of a general and more subject-specific nature, and also on the
communication of research results including the review and analysis of results and outcomes. This may
take the form of explicit modules or direct interaction with supervisors and other academic staff as
appropriate.
Tracks
A Track is determined by a Research Component falling within the remit of the research group and
supervisor or supervisors of the candidate. Based on this research area, a candidate is assigned to a
Track; as noted in section "Track Structure", it is possible for a candidate to change Tracks at any time,
but this requires a complete revision and re-approval of the individual study plan.
Although the modules given here are mandatory, it is possible that candidates obtain credit for the
respective module from other institutions provided that the subject matter and outcomes are equivalent
or more comprehensive.
Information Security
Information Security is a special case in that it is both a Track of the Ph.D. in Computer Science and
also a degree programme on its own. However, both for the Ph.D. in Information Security and any
candidate on the Information Security Track, the Track-specific mandatory module is the same, namely
IMT6011 Introduction to Information Security.
Image Processing
Candidates conducting research in the area of image processing and analysis should take the module
IMT6151 Selected Topics In Image Processing.
Video Processing
Candidates conducting research in the area of video processing and analysis should take the module
IMT6161 Selected Topics In Video Processing.
Games and Interactive Systems
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Candidates conducting research in the area of computer and computer-assisted games, serious games,
and interactive systems should take the module IMT6231 Serious Games.
Web-Based Systems
Candidates conducting research in the area of web- and cloud-based systems should take the module
IMT6191 Selected Topics in Web-Based Systems.
Database Systems
Candidates conducting research in the area of database systems and theory should take the module
IMT6181 Selected Topics in Database Systems.
Mobile Technology
Candidates conducting research in the area of mobile systems, devices, and networks should take the
module IMT6221 Mobile Technology.
Colour Science
Candidates conducting research in the area of colour science should take the module IMT6141 Selected
topics in Colour Imaging.
Non-Mandatory Courses
The list of approved courses and their availability in a given time period is updated from time to time
and is considered at the time of submission of the individual study plan and when such study plans are
considered for changes or amendments. The list of approved courses is hereby formally included by
reference into this document.
See also the Regulations for the Degree of Philosophiae Doctor (Ph.D.)
Reporting Requirements
Candidates must submit semi-annual reports to the Secretariat of the Ph.D. programme. These reports
are not separate work items but instead are only to contain a summary of activities of the candidate in
the reporting period as well as the planned activities for the following reporting period. Where
technical reports, publications, or submissions for publication have been produced, this should be
identified in the report, and the output included with the report where possible. Before a report is to be
submitted to the Secretariat, it must be approved by at least the principal supervisor. The notional
beginning of the first reporting period is the day on which a candidate is enrolled in the Ph.D.
programme proper.
Technical Prerequisites
No technical requirements are imposed at this point.
Internal/external examiner
Examinations are naturally divided into the Research and Taught Components:
For the Research Component, the requirements for a successful graduation and conferral of degrees are
laid out in § 5 (see also section "Duration" in this document) and particularly in § 5.1, while the
examination process is laid out in §§ 7–12 and §13 in case of appeals in the Regulations for the Degree
of Philosophiae Doctor (Ph.D.) at Gjøvik University College. The composition of the evaluation
committee examining the dissertation in particular is set out in § 9 of the Regulations, while additional
policies and procedures may be in place that clarify or extend these provisions.
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For the Taught Component, four cases are distinguished based on whether modules are originating
from an M.Sc. or Ph.D. programme and whether these programmes are internal or external to NTNU in
Gjøvik:
1. Modules from an M.Sc. programme at NTNU in Gjøvik as part of the Taught Component must
be passed at the level of A or B to provide satisfactory learning outcomes to be considered a
Pass. The rules and regulations of the respective M.Sc. programme on the appointment of
internal and external examiners apply.
2. Modules from an M.Sc. programme external to NTNU in Gjøvik taken as part of the Taught
Component must be passed at a level equivalent to A or B under NTNU`s grading and evaluation
criteria at the M.Sc. level to be considered as a Pass. The equivalence of any such modules in
scope and academic level is decided by the Secretariat of the Ph.D. programme after consultation
of the Director of the study programme most closely aligned to the subject area of the module,
who may request that the module syllabus and any coursework submitted for this module be
provided for verification of equivalence. No further examinations are conducted at NTNU in
Gjøvik in this case.
3. The requirements for modules from a Ph.D. programme external to NTNU in Gjøvik are
equivalent to those described in case (2); in this case the result of the external module is mapped
onto a Pass or Fail decision as part of the evaluation by the Secretariat of the Ph.D. programme.
4. In accordance with current recommendations from the Norwegian Association of Higher
Education Institutions, all modules native to the Ph.D. programme taken as part of coursework
requirements will be graded as Pass/Fail. Each module will be evaluated by internal and external
examiners where evaluations by external examiners will be conducted at least every five years in
addition to or instead of the examination procedures set out for the individual modules regardless
of the number of times that the module has been offered within the five year period. This forms
part of the overall Quality Assurance System at NTNU.
Individual courses may have further requirements and arrangements for examination; this is detailed in
the module descriptions which may also change for each offering of a given module and hence are to
be considered binding only for the cycle in which the module is offered; the latter is particularly the
case for examination arrangements where external examiners are not called upon in every cycle that the
module is offered.
Internationalization
Both the Ph.D. in Information Security and Ph.D. in Computer Science are offered in English; this
applies both for the Research Component and the Taught Components. Some specialised optional
modules may be offered in a language other than English, and taught modules credited from other
institutions may also be in a language other than English.
The working language of all research groups within the Faculty of Computer Science and Media
Technology is English, and the faculty itself is constituted of a highly international body of academic
staff together with a similarly international student body. This offers a rich set of opportunities to make
contacts and gain understanding of academic and general culture beyond a candidate’s own.
NTNU in Gjøvik is active in the establishment and operation of national and international research
schools, and encourages candidates to make use of the resources available in these research school
environments such as courses, seminars, and exhcanges.
Establishing links to academics and research groups outside the college and particularly internationally
is highly desirable, as is an exposure of candidates to working conditions and academic approaches at
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other, overseas institutions.
An individual study plan should therefore identify one or two opportunities for gaining experience at
overseas institutions over the course of the doctoral studies where appropriate. Whilst overseas visits
and stays are not mandatory and need not be arranged at the time of drawing
up an individual study programme, the need for making appropriate arrangements with hosting
institutions makes taking such steps early on advisable.
The duration of the overseas stays should be several weeks to ensure sufficient exposure to the research
environment at the hosting institution.
Publiser
Yes
Approval
Approved by NOKUT 12.06.12.
Approved by Kunnskapsdepartementet 15.08.12.
The study plan for the PhD programme in Computer Science is approved by the GUC Programme
Committee in April 2013.
Degree
Doktorgrad
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Coursecode

Course name

C/E *)

ECTS each. semester

IMT6011

Introduction to Information Security

C

5

5

IMT6001

Ethics and Legal Aspects of Scientific Research

C

5

5

IMT6021

Foundations of Information Security

E

IMT6031

Intrusion Detection and Prevention

E

IMT6041

Selected Topics in Cryptology

E

IMT6051

Wireless Communication Security

E

IMT6071

Biometrics

E

IMT6081

Modern Cryptology

E

5

IMT6111

Risk Management I

E

5

IMT6121

Behavioural Biometrics

E

5

5

IMT6131

Computational Image Processing

E

5

5

IMT6141

Selected topics in Colour Imaging

E

5

5

IMT6151

Selected topics in Image Processing

E

5

5

IMT6161

Selected Topics in Video Processing

E

5

5

IMT6171

Real-time AI for robotics and simulated environments

E

5

IMT6181

Selected Topics in Database Systems

E

5

IMT6191

Selected Topics in Web-Based Systems

E

IMT6201

Colour Science

E

5

5

IMT6211

Image Quality

E

5

5

IMT6221

Mobile Technology

E

5

5

IMT6231

Serious Games and Gamification

E

IMT6251

Quality in Academic Research

E

5

5

IMT6261

Scientific Communication

E

5

5

IMT6271

Critical Thinking

E

5

5

IMT6061

Risk Management II

E

5

IMT6002

COINS Winter School

E

3

IMT6003

COINS Summer School

E

3

IMT6004

COINS Workshop

E

1

IMT6005

COINS Workshop II

E

5

5

IMT6006

COINS Workshop III

E

5

5

IMT6007

COINS IT Security Exercise

E

5

S1(A)

Sum:

S2(S)

5
5
5
5
5

5

5

0

0

*) C - Compulsory course, E - Elective course
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Emneoversikt
IMT6011 Introduction to Information Security - Study plans
2016-2017
Course code:
IMT6011
Course name:
Introduction to Information Security
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Autumn
Vår
Duration (additional text):
Seminar/reading course, dates are by agreement throughout the semester.
Autumn or spring semester.
Language of instruction:
English

© NTNU | Teknologivn. 22, 2815 Gjøvik | Tlf. 61 13 51 00 | Faks 61 13 51 70

14 / 122

Expected learning outcomes:
The module (mandatory for doctoral students in the programme) is intended to provide additional
insights into the information security domain for doctoral students in Information Security beyond their
immediate area of specialisation.
To this end two areas of information security that are distinct from the candidate's specialisation are to
be identified, where the two areas should normally also not overlap. For each area (including but not
limited to those identified below), a sub-area is to be chosen, and primary and secondary literature to
be studied to elaborate a seminar paper. In one of the areas, the sub-area chosen should be such that a
reasonable overview of the state of the art in the research specialisation can be achieved and described,
whilst a second area may follow a somewhat wider remit and rely more on secondary literature. The
results will be a synopsis and survey of the two respective sub-areas, combined with individual
perspective and reflection by the candidate.
Skills:
On concluding the module, candidates
can identify relevant primary and secondary research literature in the respective areas chosen by
the candidate, forming an insight into the state of the art in an unfamiliar area
can synthesise the state of the art and articulate key research problems and methods in the
respective areas chosen by the candidate
are able to evaluate the merits and contributions of research articles in the respective areas
chosen by the candidate
Knowledge:
On concluding the module, candidates
will be able to summarise the state of the art in the respective areas chosen by the candidate
can outline key methods employed by research in the respective areas chosen by the candidate
and state relative merits
can identify main strands of inquiry and key results in the respective areas chosen by the
candidate
General Competence:
On concluding the module, candidates
can appraise the merit of research methods and quality of research in the sub-areas studied also
in relation to the candidate's own specialisation area
is able to cogently discuss the state of the art in the chosen areas for the seminar papers
is able to identify gaps in the state of the art in the respective areas chosen by the candidate
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Topic(s):
Key results in the theory and modelling of information security
Network security
Operating system security
Human factors in security
Security engineering and assurance
Cyber-physical systems security
Cryptography and cryptanalysis
Database security
Information security management
Anonymity and privacy
Teaching Methods:
Other
Teaching Methods (additional text):
Individual discussions
Seminars
Literature study
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Two seminar papers are to be provided by the candidate and are marked separately by the examiner on
a Pass/Fail scale. Both papers must be completed successfully to secure an overall Pass grade.
Grading Scale:
Pass/Failure
External/internal examiner:
Internal examiner, external examiner every 3 years, next time at latest in 2017.
Re-sit examination:
New seminar papers must be provided.
Tillatte hjelpemidler:
Examination support:
Not applicable
Coursework Requirements:
Students are required to prepare a term paper on one of the subject areas covered in the course in
coordination with and approved by the lecturer and must provide a presentation of results and findings
in a seminar. The delivery date for the term paper is arranged individually to match the seminar
schedule.
Academic responsibility:
Faculty of Computer Science and Media Technology
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Emneansvarlig kobling:
Stephen Wolthusen
Course responsibility:
Professor Stephen D. Wolthusen
Teaching Materials:
The textbooks, monographs, and research articles are determined by the
respective sub-area chosen for the seminar papers and will normally need
to reflect the state of the art in the area. The following identifies a
small number of seminal papers and texts in selected areas only.
Suggested textbooks:
- O. Goldreich: Foundations of Cryptography (2 vols.), Cambridge University Press, 2001-2004
- W. Diffie and M. Hellman: New Directions in Cryptography. IEEE
Transactions on Information Theory 22(6):644-654 (1976)
- R. L. Rivest, A. Shamir,, and L. Adleman: A method for obtaining
digital signatures and public-key cryptosystems. Communications of the
ACM 21(2):120-126 (1978)
- E. Bertino and R. Sandhu: Database Security - Concepts, Approaches, and
Challenges. IEEE Transactions on Dependable and Secure Computing
2(1):2-19 (2005)
- J. Vaidya and C. Clifton: Privacy-Preserving Decision Trees over
Vertically Partitioned Data. ACM Transactions on Knowledge Discovery from
Data 2(3):14 (2008)
- K. Thompson: Reflections on Trusting Trust Communications of the ACM
27(8):761-763 (1984)
- J. Feigenbaum, A. Johnson, and P. Syverson: A Model of Onion Routing
with Provable Anonymity" Proceedings of the 11th International Conference
Financial Cryptography and Data Security (FC 2007), Vol. 4886 of Lecture
Notes in Computer Science. Trinidad/Tobago, Feb. 2007, Springer-Verlag.
- E. Peeters, F.-X. Standaert, and J.-J. Quisquater: Power and
Electromagnetic Analysis: Improved Model, Consequences, and Comparisons
Integration: The VLSI Journal 40(1):52-60 (2007)
- D. Agrawal, B. Archambeault, J. R. Rao, and P. Rohatgi: The EM
Side-Channel(s) Proceedings of Cryptographic Hardware and Embedded
Systems (CHES 2002), Vol. 2523 of Lecture Notes in Computer Science,
Lausanne, Switzerland, Sep. 2002, Springer-Verlag.
- A. Mishra: Security and Quality of Service in Ad Hoc Wireless Networks,
Cambridge University Press, 2010
- S.K. Das, K. Kant, N. Zhang: Handbook on Securing Cyber-Physical
Critical Infrastructure. Elsevier, 2012
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Additional information:
Students must choose two areas for preparing seminar papers at the beginning of the semester in
co-ordination with the course responsible;
abstracts must be submitted to Fronter no later than five weeks after the start of the semester. Final
versions of both papers must be submitted at the end of the semester via Fronter. Both seminar papers
must be submitted and successfully passed to complete the module successfully overall.
The course will be limited to 12 students except by arrangement with the lecturer.
Publish:
Yes
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IMT6001 Ethics and Legal Aspects of Scientific Research Study plans 2016-2017
Course code:
IMT6001
Course name:
Ethics and Legal Aspects of Scientific Research
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Autumn
Duration (additional text):
Autumn semester, or by agreement with course responsible
Language of instruction:
English
Prerequisite(s):
None.
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Expected learning outcomes:
Expected Learning Outcomes:
The module (mandatory for doctoral students in the programme) is intended to provide students with a
firm grounding in understanding of aspects of research ethics, academic integrity, and the possible
interactions with
the law as part of the research, dissemination, and exploitation processes that students are undertaking.
Most importantly, students will be strongly encouraged to reflect on the aforementioned areas critically
both as a researcher and in relation to their own current and future research.
Students will engage with the course responsible to elect two sub-areas from the topics identified
below and to prepare two distinct seminar papers comprising a synopsis of the chosen sub-area
combined with the students' perspective and reflection.
Skills:
On concluding the module, candidates
can identify and analyse primary and secondary research literature in the areas of research ethics
and legal aspects of research
can synthesise a cogent position on research ethics questions based on findings in the primary
and secondary literature
are able to express and analyse ethical and research integrity questions related to their own area
of research
Knowledge:
On concluding the module, candidates
will have an overview of core questions of ethics in research in natural sciences and engineering
have developed an in-depth understanding of problems in research ethics, academic integrity,
and legal aspects of research in accordance with the topics chosen at the outset of the module
will have in-depth knowledge of requirements and best practices for the creation, stewardship,
and retention of research data and outcomes ensuring reproducibility
General Competence:
On concluding the module, candidates
will be able argue the ethical merits, limitations, and possible impact of research in Computer
Science
will be able to articulate legal and ethical bounds for research in Computer Science and identify
and assess the impact such research may have on society
Topic(s):
Academic integrity including plagiarism, self-plagiarism
Research data and result bias, manipulation, and fabrication
Research methods and requirements for verifiability and reproducibility
Legal aspects of research including intellectual property issues
Open access data and research outcomes
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Teaching Methods:
Other
Teaching Methods (additional text):
Individual discussions
Seminars
Literature study
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Two seminar papers are to be provided by the candidate and are marked separately by the examiner on
a Pass/Fail scale. Both papers must be completed successfully to secure an overall Pass grade.
Grading Scale:
Pass/Failure
External/internal examiner:
Internal examiner, external examiner every 3 years, next time (at latest) in 2017.
Re-sit examination:
New seminar papers must be provided.
Tillatte hjelpemidler:
Examination support:
Not applicable
Coursework Requirements:
Students are required to prepare a term paper on one of the subject areas covered in the course in
coordination with and approved by the lecturer and must provide a presentation of results and findings
in a seminar. The delivery date for the term paper is arranged individually to match the seminar
schedule.
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Stephen Wolthusen
Course responsibility:
Professor Stephen D. Wolthusen
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Teaching Materials:
Suggested textbooks:
J.E. Stern, D. Elliott:
Research Ethics: A Reader
Institute for the Study of Applied and Professional Ethics, 1997
R.E. Spier:
Science and Technology Ethics
Routledge, 2001
P.A. Griffiths (ed.):
On Being a Scientist: Responsible Conduct in Research.
National Academy Press, Washington D.C., USA (1995)
Additional reading:
C. Whitbeck:
Ethics in Engineering Practice and Research, 2nd ed.
Cambridge University Press, 2011
U.S. National Academy of Sciences:
Ensuring the Integrity, Accessibility, and Stewardship of Research Data
in the Digital Age.
National Academies Press, 2009
S.L. Elliott, B.A. Fischer, F. Grinnell, M.J. Zigmond:
Perspectives on Research Integrity
ASM Press, 2015
D. Closa, A. Gardiner, F. Giemsa, J. Machek:
Patent Law for Computer Scientists: Steps to Protect Computer-Implemented
Inventions
Springer-Verlag, 2014
P. Leith:
Software and Patents in Europe
Cambridge University Press, 2007
Journal of Academic Ethics
Springer-Verlag
Further reading is discussed on an individual basis with students
to match the chosen topics for seminar papers.
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Additional information:
Students must choose two areas for preparing seminar papers at the beginning of the semester in
co-ordination with the course responsible; abstracts must be submitted to Fronter no later than five
weeks after the
start of the semester. Final versions of both papers must be submitted at the end of the semester via
Fronter. Both seminar papers must be submitted and successfully passed to complete the module
successfully overall.
The course will be limited to 12 students except by arrangement with the lecturer.
Publish:
Yes
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IMT6021 Foundations of Information Security - Study plans
2016-2017
Course code:
IMT6021
Course name:
Foundations of Information Security
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Autumn
Duration (additional text):
Module is run in parallel to IMT 4541 in the first half of the spring semester.
Language of instruction:
English
Prerequisite(s):
None
On the basis of:
None
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Expected learning outcomes:
The module provides an overview over several foundational areas in information security. In doing so,
the module seeks to provide a consistent narrative emphasising the need for thorough analysis of
threats and vulnerabilities and the inclusion of assurance mechanisms and metrics over considering
security mechanisms in isolation.
The core of the module is given over to a rigorous discussion of security models and their relation to
access control models with selected issues in identification and authentication and their required trust
and reputation models also covered.
Skills:
On concluding the module, candidates
are able to analyse an information system's security relying on formal and semi-formal methods
can identify appropriate formal security and information flow models consistent with threat and
risk analyses as well as security policies
are able to evaluate and conduct developmental assurance processes
Knowledge:
On concluding the module, candidates
will have an in-depth understanding of formal security models, particularly access control and
information flow models
will be able to synthesise or analyse a formal or semi-formal system security analysis with
emphasis on attack tree variant models
can articulate constraints and risks for identification and authentication mechanisms serving as a
pre-requisite for formal security model
General Competence:
On concluding the module, candidates
are able to assess formal and informal security models
have formed an overview of the foundations of information security allowing to contextualise
and frame discussions in the area
will have developed the ability to link disjoint areas of information security, synthesising
security models and realisations
Topic(s):
Security Analysis Models and Methods
Foundations of Identification and Authentication
Trust and Reputation Models
Access Control Models and Foundational Results
Security and Information Flow Models
Developmental Assurance
Teaching Methods:
Other
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Teaching Methods (additional text):
Lectures
Literature study and term paper
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Assessment consists of two parts; both parts must be passed to secure an overall 'Pass' grade:
Part I is a written examination (3 hours), accounting for 33% of grade. Candidates must achieve
an 'A' or 'B' grade to gain the equivalent 'Pass' Grade in Part I. The written exam evaluated by
internal and external examiners.
Part II is a term paper, accounting for 67% of grade. The term paper is evaluated by the lecturer
on a Pass/Fail scale.
Grading Scale:
Pass/Failure
External/internal examiner:
The written exam is evaluated by an internal or external examiner (external at least every three years)
Re-sit examination:
Failing one part requires a re-sit of both parts, a new term paper must be provided.
Tillatte hjelpemidler:
Examination support:
Not applicable
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Stephen Wolthusen
Course responsibility:
Professor Stephen Wolthusen
Teaching Materials:
The following textbooks are the primary references; further recommended
reading is provided in the course syllabus.
D. Gollmann: Computer Security, 3rd edition Wiley, 2011
M. Bishop: Computer Security: Art and Science. Addison-Wesley, 2003.
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Additional information:
Students must choose the term paper topic at the beginning of the semester in co-ordination with the
course responsible; abstracts must be submitted to Fronter no later than five weeks after the start of the
semester.
Final versions of the term paper must be submitted at the end of the module also via Fronter.
Capacity of the course is limited to 50 students unless explicitly arranged by lecturer.
Publish:
Yes
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IMT6031 Intrusion Detection and Prevention - Study plans
2016-2017
Course code:
IMT6031
Course name:
Intrusion Detection and Prevention
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Autumn
Duration (additional text):
First half of the autumn semester
Language of instruction:
English
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Expected learning outcomes:
Knowledge
The candidate possesses knowledge at the most advanced frontier in the field of intrusion
detection and prevention. The candidate has mastered academic theory and scientific methods in
intrusion detection and prevention.
The candidate is capable of considering suitability and use of different methods and processes in
research in the field of intrusion detection and prevention.
The candidate is capable of contributing to development of new knowledge, theories, methods,
interpretations and forms of documentation in the field of intrusion detection and prevention.
Skills
The candidate is capable of formulating problems, planning and completing research projects in
the field of intrusion detection and prevention.
The candidate is capable of doing research and development at a high international level.
The candidate is capable of handling complex academic tasks. The candidate can challenge
established knowledge and practice in the field of intrusion detection and prevention.
General competence
The candidate is capable of identifying relevant – and possibly new - ethical problems and
exercising research in the field of intrusion detection and prevention with academic integrity.
The candidate is capable of managing complex interdisciplinary tasks and projects.
The candidate is capable of disseminating the results of research and development in the field of
intrusion detection and prevention through approved national and international publication
channels.
The candidate is capable of taking part in debates in international forums within the field of
intrusion detection and prevention.
The candidate is capable of considering the need for, taking initiative to and engaging in
innovation in the field of intrusion detection and prevention.
Topic(s):
1. Introduction – definition and classification of IDS, basic elements of attacks against computer
hosts/networks and their detection
2. Misuse-based IDS
3. Anomaly-based IDS
4. Testing IDS and measuring their performances
5. Automata theory and intrusion detection
6. Information theory and intrusion detection
Teaching Methods:
Lectures
Laboratory work
Exercises
Project work
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Form(s) of Assessment:
Oral exam, individually
Evaluation of Project(s)
Form(s) of Assessment (additional text):
Oral exam
Project evaluation
Both parts must be passed.
Grading Scale:
Pass/Failure
External/internal examiner:
Project: one internal examiner. Every 4th year, an external examiner is used, next time in 2015.
Oral exam: two internal examiners. Every 4th year, an external examiner is used, next time in 2017.
Re-sit examination:
The whole course must be repeated
Tillatte hjelpemidler:
Examination support:
Calculator, dictionary
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Slobodan Petrovic
Course responsibility:
Professor Slobodan Petrovic
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Teaching Materials:
Books:
1. Rebecca Gurley Bace, Intrusion Detection, Macmillan, 2000.
2. Jack Koziol, Intrusion Detection with SNORT, SAMS, 2003.
3. David J. Marchette, Computer Intrusion Detection and Network Monitoring - A Statistical
Viewpoint, Springer Verlag, 2001.
4. Richard Bejtlich, Extrusion Detection - Security Monitoring for Internal Intrusions,
Addison-Wesley, 2005.
5. Stephen Northcutt, Judy Novak, Network Intrusion Detection, 3rd edition, New Riders, 2003.
Various papers (available on-line)
Additional information:
There is room for 50 students for the course.
Publish:
Yes
Home page:
http://www.hig.no/imt/emnesider/imt4741
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IMT6041 Selected Topics in Cryptology - Study plans 2016-2017
Course code:
IMT6041
Course name:
Selected Topics in Cryptology
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Vår
Language of instruction:
English
Expected learning outcomes:
Knowledge
The candidate possesses knowledge at the most advanced frontier in the field of cryptology. The
candidate has mastered academic theory and scientific methods in cryptology.
The candidate is capable of considering suitability and use of different methods and processes in
research in the field of cryptology.
The candidate is capable of contributing to development of new knowledge, theories, methods,
interpretations and forms of documentation in cryptology.
Skills
The candidate is capable of formulating problems, planning and completing research projects in
cryptology.
The candidate is capable of doing research and development at a high international level.
The candidate is capable of handling complex academic tasks. The candidate can challenge
established knowledge and practice in cryptology.
General competence
The candidate is capable of identifying relevant – and possibly new - ethical problems and
exercising research in cryptology with academic integrity.
The candidate is capable of managing complex interdisciplinary tasks and projects.
The candidate is capable of disseminating the results of research and development in cryptology
through approved national and international publication channels.
The candidate is capable of taking part in debates in international forums within the field of
cryptology.
The candidate is capable of considering the need for, taking initiative to and engaging in
innovation in the field of cryptology.
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Topic(s):
1. Introduction – elements of information theory, symmetric and asymmetric cipher theory
2. Elements of modern symmetric cipher theory
3. Modern public key systems
Teaching Methods:
Lectures
Exercises
Project work
Form(s) of Assessment:
Oral exam, individually
Evaluation of Project(s)
Form(s) of Assessment (additional text):
Oral exam
Project evaluation of one project
Both parts must be passed.
Grading Scale:
Pass/Failure
External/internal examiner:
Project: one internal examiner. Every 4th year, an external examiner is used, next time in 2016.
Oral exam: two internal examiners. Every 4th year, an external examiner is used, next time in 2017.
Re-sit examination:
The whole course must be repeated
Tillatte hjelpemidler:
Examination support:
Calculator
Dictionary
Coursework Requirements:
None.
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Slobodan Petrovic
Course responsibility:
Professor Slobodan Petrovic
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Teaching Materials:
Books:
1. Introduction to Cryptography and Coding Theory, 2. edition, Trappe W., Washington L., Prentice
Hall, 2006, ISBN: 0131981994.
2. Handbook of Applied Cryptography, Menezes A., http://www.cacr.math.uwaterloo.ca/hac
Various papers (available on-line)
Additional information:
There is room for 50 students for the course.
Publish:
Yes
Home page:
http://www.hig.no/imt/emnesider/imt4552
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IMT6051 Wireless Communication Security - Study plans
2016-2017
Course code:
IMT6051
Course name:
Wireless Communication Security
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Autumn
Duration (additional text):
Second half of the autumn semester
Language of instruction:
English
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Expected learning outcomes:
Knowledge
The candidate possesses knowledge at the most advanced frontier in the field of wireless
communication security. The candidate has mastered academic theory and scientific methods in
wireless communication security.
The candidate is capable of considering suitability and use of different methods and processes in
research in the field of wireless communication security.
The candidate is capable of contributing to development of new knowledge, theories, methods,
interpretations and forms of documentation in the field of wireless communication security.
Skills
The candidate is capable of formulating problems, planning and completing research projects in
the field of wireless communication security.
The candidate is capable of doing research and development at a high international level.
The candidate is capable of handling complex academic tasks. The candidate can challenge
established knowledge and practice in the field of wireless communication security.
General competence
The candidate is capable of identifying relevant – and possibly new - ethical problems and
exercising research in the field of wireless communication security with academic integrity.
The candidate is capable of managing complex interdisciplinary tasks and projects.
The candidate is capable of disseminating the results of research and development in the field of
wireless communication security through approved national and international publication
channels.
The candidate is capable of taking part in debates in international forums within the field of
wireless communication security.
The candidate is capable of considering the need for, taking initiative to and engaging in
innovation in the field of wireless communication security.
Topic(s):
1. Introduction – elements of radio frequency theory, elements of information security with
applications in the wireless environment
2. Elements of RFID systems security analysis with case studies: the electronic passport
3. Elements of WLAN security analysis
4. Bluetooth system security
5. Security in mobile telephony systems with case studies: the 2G, the 3G and the 4G.
Teaching Methods:
Lectures
Project work
Form(s) of Assessment:
Oral exam, individually
Evaluation of Project(s)
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Form(s) of Assessment (additional text):
Oral exam
Project evaluation
Both parts must be passed.
Grading Scale:
Pass/Failure
External/internal examiner:
Project: one internal examiner. Every 4th year, an external examiner is used, next time in 2015.
Oral exam: two internal examiners. Every 4th year, an external examiner is used, next time in 2017.
Re-sit examination:
The whole course must be repeated
Tillatte hjelpemidler:
Examination support:
Calculator, dictionary
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Slobodan Petrovic
Course responsibility:
Professor Slobodan Petrovic
Teaching Materials:
Books:
1. D. Forsberg, G. Horn, W. Moeller, V. Niemi, LTE Security, 2nd. edition, Wiley, 2013.
Various papers (available on-line)
Additional information:
There is room for 50 students for the course
Publish:
Yes
Home page:
http://www.hig.no/imt/emnesider/imt4751
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IMT6071 Biometrics - Study plans 2016-2017
Course code:
IMT6071
Course name:
Biometrics
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Vår
Duration (additional text):
1st half of the spring term
Language of instruction:
English
Prerequisite(s):
None – however the course content will be complementary to the course "BehaviouralBiometrics". The
course "MachineLearning&quotI is recommended as an accompanying module for this course;
although some concepts of applied statistics and decision theory are revisited in this course, candidates
will benefit from the more rigorous treatment of the subject matter in IMT4612 and iMT 4632.
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Expected learning outcomes:
Knowledge
The candidate possesses knowledge at the most advanced frontier in the field of biometrics.
The candidate has mastered academic theory and scientific methods in biometrics.
The candidate is capable of considering suitability and use of different methods and processes in
research in the field of biometrics.
The candidate is capable of contributing to development of new knowledge, theories, methods,
interpretations and forms of documentation in biometrics.
Skills
The candidate is capable of formulating problems, planning and completing research projects in
biometrics.
The candidate is capable of doing research and development at a high international level.
The candidate is capable of handling complex academic tasks.
The candidate can challenge established knowledge and practice in biometrics. More specifically
after the course, the candidate should have the following capabilities:
developed a systematic understanding of biometric systems and their capabilities
mastered multiple modality-specific feature extraction and have the ability to evaluate
their suitability for given acquisition characteristics
developed in-depth insights into statistical methods and tools for biometrics and their
performance evaluation
the ability to synthesize multi-modal analysis methods and solve score normalisation
problems in fusion systems
the ability to appraise and differentiate threats to biometric reference data, judging and
realizing adequate protection mechanisms accordingly
the ability to perform in-depth assessment of biometric component placement within a
security system
demonstrated the ability to design and defend a biometric security system when provided
with a threat scenario
General competence
The candidate is capable of identifying relevant – and possibly new - ethical problems and
exercising research in biometrics with academic integrity.
The candidate is capable of managing complex interdisciplinary tasks and projects.
The candidate is capable of disseminating the results of research and development in biometrics
through approved national and international publication channels.
The candidate is capable of taking part in debates in international forums within the field of
biometrics.
The candidate is capable of considering the need for, taking initiative to and engaging in
innovation in the field of biometrics. More specifically the candidate will have the competence to
demonstrate the ability to design a biometric system suitable for a given scenario
judge the relevance of ethical and privacy issues
investigate for a given scenario technical solutions and evaluate them in a critical analysis.
synthesize new ideas during evaluation phase
communicate with peers in the biometric community in terms of reviewing research topics
manage team work
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Topic(s):
Fingerprint recognition
Vein recognition
Face recognition specifically focused on three dimensional data
Iris recognition
Multimodal biometrics
Score Normalization
Attack mechanisms
Privacy Enhancing Technologies
Revocable biometric references
Teaching Methods:
Lectures
Exercises
Meeting(s)/Seminar(s)
Teaching Methods (additional text):
Seminar with term paper presentation
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Candidates must provide a research report (term paper) on a topic that is chosen by the candidate in
coordination with the lecturer. The term paper should preferably not focus on a survey of methods but
rather address original research and be submitted to a scientific conference (e.g. NISK, BIOSIG)
Grading Scale:
Pass/Failure
External/internal examiner:
The research report: Internal examiner
Oral presentation: Two internal examiners
Re-sit examination:
The whole course must be repeated.
Tillatte hjelpemidler:
Examination support:
Dictionaries allowed (No calculator)
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Christoph Busch
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Course responsibility:
Professor Christoph Busch
Teaching Materials:
[1] LI , S . Z. , AND JAIN, A. K. , Eds. Handbook of Face Recognition. Springer, 2011.
[2] MALTONI , D. , MAIO, D. , JAIN, A. K. , AND PRABHAKAR , S . Handbook of Fingerprint
Recognition. Springer, 2009.
[3] WAYMAN, J . , JAIN, A. , MALTONI , D. , AND MAI O, D. , Biometric Systems. Springer,
2005.
[4] JAIN, L.C. , HALICI, U. , HAYASHI, I. ; LEE, S.B., TSUTSUI, S. Intelligent Biometric
Techniques in Fingerprint and Face Recognition. CRC Press, 1999.
[5] TUYLS, P., SKROIC, B., KEVENAAR, T. Security with Noisy Data. Springer, 2007
Additional information:
http://www.christoph-busch.de/teaching-biometrics.html
Publish:
Yes
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IMT6081 Modern Cryptology - Study plans 2016-2017
Course code:
IMT6081
Course name:
Modern Cryptology
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Autumn
Duration (additional text):
First half of the autumn semester
Language of instruction:
English
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Expected learning outcomes:
Knowledge
The candidate possesses knowledge at the most advanced frontier in the field of cryptology. The
candidate has mastered academic theory and scientific methods in cryptology.
The candidate is capable of considering suitability and use of different methods and processes in
research in the field of cryptology.
The candidate is capable of contributing to development of new knowledge, theories, methods,
interpretations and forms of documentation in cryptology.
Skills
The candidate is capable of formulating problems, planning and completing research projects in
cryptology.
The candidate is capable of doing research and development at a high international level.
The candidate is capable of handling complex academic tasks. The candidate can challenge
established knowledge and practice in cryptology.
General competence
The candidate is capable of identifying relevant – and possibly new - ethical problems and
exercising research in cryptology with academic integrity.
The candidate is capable of managing complex interdisciplinary tasks and projects.
The candidate is capable of disseminating the results of research and development in cryptology
through approved national and international publication channels.
The candidate is capable of taking part in debates in international forums within the field of
cryptology.
The candidate is capable of considering the need for, taking initiative to and engaging in
innovation in the field of cryptology.
Topic(s):
Introduction – elements of information theory, general cipher system theory
Contemporary theory of randomness – randomness and indistinguishability
Elements of modern symmetric ciphers theory – Galois fields, primitive polynomials, Boolean
functions theory, block ciphers theory, hash functions theory
Public key cryptography – RSA theory, digital signatures
Teaching Methods:
Lectures
Exercises
Project work
Form(s) of Assessment:
Oral exam, individually
Evaluation of Project(s)
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Form(s) of Assessment (additional text):
Oral exam
Project evaluation of one project
Both parts must be passed.
Grading Scale:
Pass/Failure
External/internal examiner:
Project: one internal examiner. Every 4th year, an external examiner is used, next time in 2016.
Oral exam: two internal examiners. Every 4th year, an external examiner is used, next time in 2017.
Re-sit examination:
The whole course must be repeated.
Tillatte hjelpemidler:
Examination support:
Calculator, dictionary
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Slobodan Petrovic
Course responsibility:
Professor Slobodan Petrovic
Teaching Materials:
Books:
1. Introduction to Cryptography and Coding Theory, 2. edition, Trappe W., Washington L., Prentice
Hall, 2006, ISBN: 0131981994.
2. Handbook of Applied Cryptography, Menezes A., http://www.cacr.math.uwaterloo.ca/hac
3. Introduction to modern cryptography, Katz J., Lindell Y., Chapman&Hall/CRC, 2008, ISBN:
1-58488-551-3
Various papers (available on-line)
Additional information:
There is room for 50 students for the course.
Publish:
Yes
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Home page:
http://www.hig.no/imt/emnesider/imt4532
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IMT6111 Risk Management I - Study plans 2016-2017
Course code:
IMT6111
Course name:
Risk Management I
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Autumn
Duration (additional text):
First part of the Autumn semester
Language of instruction:
English
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Expected learning outcomes:
When the course is completed, the student should have:
Knowledge
Possesses advanced knowledge within specific frameworks /standards in Risk Management
covered by the Master Programme.
Possesses insight and good understanding of the practical work of Risk Management in practical
life
Skills
Is able to practice existing frameworks, standards and methods and to challenge established
knowledge and practice in the media technology area.
Is able to use a given standard, framework or method in Risk Management and Risk Assessment
in an organisation.
Is able to understand the nature of a Rsik Framework and how to apply this to an organisation
Is able to understand the major principles of Risk Management
Is able to understand which practical guidance and techniques are available
Guide to assist with the implementation of a Risk Management framework
Is able to apply a Risk Management standard/ framework to a practical case study
General Competence
Having completed the course, the students should have:
An advanced level of understanding of the structure and content of a risk management
framework/ standard
An understanding of the advantages, challenges and complexity of working with Information
Security Management and IT related risks in organisations.
An understanding of how to make well-informed decisions about and to respond to the extent of
the IT risk
Topic(s):
Risk Management in the context of an Information Security Management system
Study of framework / standards for risk assessment
Teaching Methods:
Lectures
Group works
Net Support Learning
Project work
Meeting(s)/Seminar(s)
Tutoring
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Teaching Methods (additional text):
The course will include an introductory lecture providing an overview of the course content. The
primary teaching method for the course is project work. The students are required to carry out and
document a Risk Management activity by means of a case study.
Students are expected to present their work-in-progress at the seminars for discussions. Guidance,
supervision and feedback will be provided during seminars only and given on material presented at the
seminars only.
Students that cannot be present during the seminars are expected to be present by means of the Fronter
Teleconference tool.
Form(s) of Assessment:
Oral exam, individually
Evaluation of Project(s)
Form(s) of Assessment (additional text):
Project(s)
Oral exam (individual)
Both parts must be passed
The students are free to choose if they want to complete the project individually or in groups. Every
group must have no more than 4 members, and all members of the group must be registered on the
same course code.
Grading Scale:
Pass/Failure
External/internal examiner:
Evaluated by external and internal examiner.
Re-sit examination:
Not allowed.
Tillatte hjelpemidler:
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Tone Hoddø Bakås
Course responsibility:
Tone Hoddø Bakås
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Teaching Materials:
ISO/IEC 27005:2011. Information security risk management
ISACA.www.isaca.org. COBIT 5 for Risk
ISACA (www.isaca.org). The Risk IT Practitioner Guide. 2009.
Additional Recommended reading
ISACA. COBIT 5. www.isaca.org
ISO/IEC 27001:2013. Information security management systems - Requirements
Publish:
Yes
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IMT6121 Behavioural Biometrics - Study plans 2016-2017
Course code:
IMT6121
Course name:
Behavioural Biometrics
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Autumn
Vår
Duration (additional text):
Autumn and/or Spring semester
Language of instruction:
English
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Expected learning outcomes:
Objectives:
Give the candidates an improved understanding of
Different general authentication mechanisms
Selected authentication methods: passwods/PIN, gait, signature, keystroke dynamics, mouse
dynamics
The concept of Continuous Authentication
Technics to test autentication methods
Knowledge:
The candidate possesses thorough knowledge of the security of knowledge based authentication
systems.
The candidate possesses advanced knowledge in the theory, design and evaluation of
Behavioural Biometric Systems.
The candidate possesses advanced knowledge in the theory, design, and evaluation of
Continuous Authentication Systems.
The candidate is capable of applying his/her knowledge in the field of IT-security.
The candidate is capable of updating his/her own knowledge in authentication related topics.
Skills:
The candidate is capable of using relevant scientific methods in independent research and
analysis in biometrics.
The candidate is capable of performing critical analysis of various literature sources on
authentication methods.
The candidate know relevant authentication methods and terminology.
General competence:
The candidate is capable of taking part in debates in national and international fora within the
field of authentication and behavioural biometrics.
The candidate is capable of working independently in the field of biometrics and is familiar with
biometric terminology.
The candidate is capable of analyzing relevant professional and research publications in
behavioural biometrics.
Topic(s):
Authentication methods in general
Password Security
Behavioural biometric system evaluation
Gait recognition
Keystroke Dynamics
Signature verification
Mouse Dynamics
Continuous Authentication Systems
Evaluation of Continuous Authentication Systems
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Teaching Methods:
Lectures
Project work
Tutoring
Teaching Methods (additional text):
This course will be mainly self-study with some supervision of the lecturer.
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
The final grade is based upon written report and an oral examination.
The student must provide a report on a topic that is chosen by the lecturer.
The oral exam will focus on both the report and the course content.
Grading Scale:
Pass/Failure
External/internal examiner:
Two internal examiners, or internal and external examiner.
External examiner will be used within 5 years period, next time at latest in 2018.
Re-sit examination:
The whole course needs to be repeated
Tillatte hjelpemidler:
Examination support:
Dictionary is allowed
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Patrick Bours
Course responsibility:
Professor Patrick Bours
Teaching Materials:
A reader written by the lecturer is handed out to the candidates at the beginning of the course.
Additional course material is availble in Fronter.
Additional information:
The course content is complementary to the course IMT6071 Biometrics
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Publish:
Yes
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IMT6131 Computational Image Processing - Study plans
2016-2017
Course code:
IMT6131
Course name:
Computational Image Processing
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Other
Duration (additional text):
Spring or autumn as needed
Language of instruction:
English
On the basis of:
At least 30 ECTS credits university level mathematics including vector calculus and differential
equations
Fundamental programming and algorithms
Fundamental image processing
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Expected learning outcomes:
Knowledge
The candidate is in the forefront of knowledge within the fields of selected computational image
processing techniques
The candidate can evaluate the expediency and application of variational image processing
methods and processes in research and development projects
The candidate has the ability to discuss and explain variational, wavelet and scale-space
analytical methods
Skills
The candidate can formulate variational image processing problems using partial differential
equations
The candidate can implement numerical solutions to variational image processing problems
General competence
The candidate has the ability to communicate and lead discussions on recent research about
computational image processing methods
The candidate has the ability to evaluate and critique mechanisms for image modelling and
representation
Topic(s):
Variational calculus
Numerical solutions of PDEs
Total variation methods
Level-set representations
Wavelet and scalespace analysis
Image modelling and representation
Multiscale image processing
Applications to image processing problems such as denoising, deblurring, inpainting,
segmentation, image difference, enhancement, gamut mapping, colour correction, demosaicing
Teaching Methods:
Lectures
Meeting(s)/Seminar(s)
Tutoring
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Candidates must provide one paper where the applicability of the topics of the course to her/his own
thesis work is thoroughly discussed. The paper should be in the form of a scientific paper, include
examples of the application of computational image processing methods, and preferably constitute a
basis for a future publishable scientific paper.
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Grading Scale:
Pass/Failure
External/internal examiner:
Evaluated by an internal examiner.
External examiner (or internal and external) will evaluate the paper within 5 years period, next time at
latest in 2019.
Re-sit examination:
None
Tillatte hjelpemidler:
Examination support:
None
Coursework Requirements:
On a given topic, prepare and give one seminar consisting of an introductory lecture (1-2 hours)
followed by a conducted group discussion.
Attend at least 75% of the lectures and seminars.
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Ivar Farup
Course responsibility:
Professor Ivar Farup
Teaching Materials:
Chan, Tony and Jianhong Shen (2005). Image Processing and Analysis: Variational, PDE,
Wavelet, and Stochastic Methods . Society for Industrial Mathematics.
Selected papers (list announced at the beginning of the semester)
Additional information:
In case there will be less than 5 candidates that apply for the course, it will be at the discretion of the
course responsible whether the course will be offered or not and, if yes, in which form.
Publish:
Yes
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IMT6141 Selected topics in Colour Imaging - Study plans
2016-2017
Course code:
IMT6141
Course name:
Selected topics in Colour Imaging
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Other
Duration (additional text):
The course can be run at any time on agreement with the course responsible.
Language of instruction:
English
Prerequisite(s):
Fundamental programming and algorithms
Fundamental image processing
Fundamental colour science
Expected learning outcomes:
Knowledge
The candidate is in the forefront of knowledge within the selected topics in colour imaging
The candidate can evaluate the approprieteness and applicability of advanced colour imaging
methods
The candidate has the ability to discuss and explain advanced colour imaging methods
Skills
The candidate can formulate and evaluate appropriate solutions to different problems and
applications within the interdisciplinary field of colour imaging
The candidate can implement advanced colour imaging algorithms
General competence
The candidate has the ability to communicate and discuss recent research in advanced topics in
colour imaging
The candidate has the ability to evaluate other people's work on advanced colour imaging
techniques
© NTNU | Teknologivn. 22, 2815 Gjøvik | Tlf. 61 13 51 00 | Faks 61 13 51 70

57 / 122

Topic(s):
Recent topics within the field of colour imaging, included but not limited to colorimetric device
characterization, cross-media colour reproduction, colour image processing and enhancement, quality
evaluation, spectral imaging techniques
Teaching Methods:
Lectures
Project work
Meeting(s)/Seminar(s)
Tutoring
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
The candidate must provide one term paper and a final paper.
In the term paper he or she discusses an open research topic assigned by the course responsible,
including a thorough critical review of the state of the art, providing his or her own contribution
to the field for instance by presenting a limited experimental setup and results and/or by
proposing new ideas and promising directions for future research.
In the final paper the candidate address a problem related to his or her own PhD thesis work
within the field of colour imaging. The final paper should be in the form of a scientific paper,
including proposed novel idea(s) supported by thorough discussion, experimental results and
analysis, in a close to publishable scientific form.
Candidates must pass both parts
Grading Scale:
Pass/Failure
External/internal examiner:
Internal examiner.
External examiner (or external and internal) will evaluate the final paper within 5 years period, next
time at latest in 2017.
Tillatte hjelpemidler:
Coursework Requirements:
Give 2 presentations consisting of an introductory lecture (15 min) and a full lecture (30 min).
The first on the basis of the term paper and the second based on the final paper.
Attend at least 5 lectures, guest lectures, seminars, or presentations by fellow students
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Jon Yngve Hardeberg
Course responsibility:
Professor Jon Yngve Hardeberg
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Teaching Materials:
Selected conference proceeding and peer-reviewed publications.
Additional information:
In case there will be less than 5 candidates that applies for the course, it will be at the discretion of the
course responsible whether the course will be offered or not and, if yes, in which form.
Publish:
Yes
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IMT6151 Selected topics in Image Processing - Study plans
2016-2017
Course code:
IMT6151
Course name:
Selected topics in Image Processing
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Other
Duration (additional text):
Autumn or spring semester, on agreement with the course responsible.
Language of instruction:
English
Prerequisite(s):
Fundamental programming and algorithms
Fundamental image processing
Expected learning outcomes:
Knowledge
The candidate is in the forefront of knowledge within the fields of selected topics in image
processing
The candidate can evaluate the approprietness and applicability of advanced image processing
methods in different application domains
The candidate has the ability to discuss and explain advanced image processing methods
Skills
The candidate can formulate possible advanced image processing solutions to different
applications
The candidate can implement advanced image processing algorithms
General competence
The candidate has the ability to communicate and discuss recent research in advanced topics on
image processing
The candidate has the ability to evaluate other people work on advanced image processing
techniques
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Topic(s):
Recent advances in image processing including adaptive and real-time algorithms, multi-scale
techniques, HVS inspired approaches, multi-view image processing, lightfield imaging, etc.
Teaching Methods:
Lectures
Net Support Learning
Project work
Meeting(s)/Seminar(s)
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
The candidate must provide one term paper and a final paper.
The term paper he/she proposes novel ideas or applies one or more of the studied techniques to
address a problem related to the candidates own thesis work.
The final paper should be in the form of a scientific paper, including proposed novel idea(s)
supported by thorough discussion, experimental results and analysis, in a close to publishable
scientific form.
Both papers must be accepted to pass the course.
Grading Scale:
Pass/Failure
External/internal examiner:
Internal examiner.
External examiner (or external and internal) within 5 years period, next time at latest 2018.
Re-sit examination:
Both papers must be resubmitted and evaluated.
Tillatte hjelpemidler:
Coursework Requirements:
Give 2 presentations consisting of an introductory lecture (20 min) and a full lecture (45 min).
The first on the bases of the term paper and the second based on the final paper.
Attend at least 80% of the lectures and seminars.
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Faouzi Alaya Cheikh
Course responsibility:
Associate Professor Faouzi Alaya Cheikh
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Teaching Materials:
A selection of recently published journal and conference papers, will be provided before the course
starting date to accommodate the needs and background of the participants.
Additional information:
In case there will be less than 5 candidates that apply for the course, it will be at the discretion of the
course responsible whether the course will be offered or not and, if yes, in which form.
Publish:
Yes
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IMT6161 Selected Topics in Video Processing - Study plans
2016-2017
Course code:
IMT6161
Course name:
Selected Topics in Video Processing
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Other
Duration (additional text):
Agreement with the course responsible, Autumn or Spring semester.
Language of instruction:
English
Prerequisite(s):
Fundamental programming and algorithms
Fundamental image processing
Fundamental video processing
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Expected learning outcomes:
Expected learning outcomes
Having completed the course, the student should have gained knowledge, skills and general
competences related to selected topics in video processing.
Knowledge:
The student is in the forefront of knowledge of core issues from different sub-areas of video
processing research including video segmentation, video coding, video analyses, multiview
video, 3D video, video enhancement and video quality evaluation,
He would have achieved in-depth knowledge of one of these core areas through independent
study,
He would have the ability to discuss (i.e. to describe, analyze, reason about and implement) how
digital video may be represented, processed, encoded and transmitted.
Skills:
Make appropriate use of mathematical techniques in video processing and analyses.
Demonstrate the use of by implementing techniques such as adaptive algorithms, scalable
approaches and real-time techniques to solve problems in video processing applications.
General competences:
Be able to review scientific publications from interdisciplinary areas related to video analyses,
3D and multi-view video, target tracking, activity recognition, and propose new approaches to
analyze the video data.
The candidate has the ability of appreciation of the impact of (i.e. to describe, analyze, reason
about) recently published research in video processing.
Topic(s):
Theory and applications of motion estimation
Video Coding
Video Segmentation
Object detection and tracking in video
Multi-view video processing
3D video
Video Enhancement
Video quality evaluation
Content-based Video Retrieval
Teaching Methods:
Lectures
Net Support Learning
Project work
Meeting(s)/Seminar(s)
Form(s) of Assessment:
Other
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Form(s) of Assessment (additional text):
Candidates must provide two papers. One is a term paper on a topic chosen by the candidate in
coordination with the lecturer (see below), the other is a final report with an other area, beyond that
covered by the candidate in the term paper, must be described concisely.
Presentation on the selected topic followed by a question and answer session with some practical
demonstration of the techniques when possible.
A term paper and a final paper.
Candidates must pass all parts.
Grading Scale:
Pass/Failure
External/internal examiner:
Internal examiner.
External examiner (or external and internal) within 5 years period, next time at latest in 2017.
Re-sit examination:
The whole course must be repeated.
Tillatte hjelpemidler:
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Faouzi Alaya Cheikh
Course responsibility:
Associate Professor Faouzi Alaya Cheikh
Teaching Materials:
Textbooks, monographs, and recent research articles including but not limited to:
Gonzalez and Woods: Digital Image Processing, Prentice Hall, 2002.
Aghajan and Cavallaro: Multi-camera Networks, Academic Press, 2009.
Ristic, Arulampalam and Gordon: Beyond Kalman Filter, Artech House, 2004.
MPEG standards reference documents.
Recent journal and conference papers.
Publish:
Yes
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IMT6171 Real-time AI for robotics and simulated environments
- Study plans 2016-2017
Course code:
IMT6171
Course name:
Real-time AI for robotics and simulated environments
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Vår
Duration (additional text):
Spring semester
Language of instruction:
English
Prerequisite(s):
Fundamental programming and algorithms
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Expected learning outcomes:
Having completed the course, the candidate should have:
Knowledge
The candidate is in the forefront of knowledge within the fields of artificial intelligence in
robotics and simulated environments
The candidate can evaluate the expediency and application of robotic control mechanisms,
aspects of simulated environments, real-time decision making and planning mechanisms,
temporal representations in research and development projects
The candidate has the ability to discuss and explain robotic control mechanisms, aspects of
simulated environments, real-time decision making and planning mechanisms, temporal
representations methods
Skills
The candidate can formulate real time computational problems using robots and simulation
environments
The candidate can implement real time solutions to complex problems in various robotic and
simulation domains.
General competence
The candidate has the ability to communicate and lead discussions on recent research about
computational real time decision making in robotic and simulation environments
The candidate has the ability to evaluate and critique mechanisms for real time problem solving
for various domains using robotics and simulations.
Topic(s):
Robotic control mechanisms
Simulation environments
Real time knowledge representation
Real time decision making and search
Real time scheduling and allocation
Decision making under uncertainty
Autonomous aerial, ground and underwater robots
Teaching Methods:
Lectures
Meeting(s)/Seminar(s)
Teaching Methods (additional text):
In addition to the lectures, there will be seminar discussions.
Form(s) of Assessment:
Other
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Form(s) of Assessment (additional text):
In this course, the candidates are expected to develop a solution for a real-time computing problem.
The assessment is based on the portfolio of work they produce while researching and solving the given
problem and a final research report on the work. The candidates must provide a presentation of results
and findings in a seminar. All parts of the assessment must be passed to pass the course.
Grading Scale:
Pass/Failure
External/internal examiner:
Internal examiner.
External examiner (or external and internal) within 5 years period, next time at latest in 2019.
Re-sit examination:
None
Tillatte hjelpemidler:
Examination support:
None
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Sule Yildirim
Course responsibility:
Associate Professor Dr. Sule Yildirim-Yayilgan
Teaching Materials:
Textbooks, and research articles including but not limited to:
An Introduction to AI Robotics (Intelligent Robotics and Autonomous Agents), Robin R.
Murphy, 2000.
An introduction to Neural Networks, Kevin Gurney, 2003.
Handbook of Dynamic System Modeling, edited by Paul A. Fishwick, 2007.
Engineering Applications of Artificial Intelligence, The International Journal of Intelligent
Real-Time Automation, Copyright © 2012 Elsevier Ltd.
Advanced issues in Artificial Intelligence and Pattern Recognition for Intelligent Surveillance
System in Smart Home EnvironmentVolume 25, Issue 7, 2012.
Publish:
Yes
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IMT6181 Selected Topics in Database Systems - Study plans
2016-2017
Course code:
IMT6181
Course name:
Selected Topics in Database Systems
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Vår
Duration (additional text):
Spring semester.
Language of instruction:
English
Expected learning outcomes:
At the end of this module, students should:
Knowledge:
The candidate has acquired in-depth comprehension of the challenges and technologies found in
databases that do not fit well with the relational model
The candidate has an in-depth understanding of current research topics in NOSQL databases
with emphasis on data representation and indexing
Skills:
The candidate has developed the ability to analyse and evaluate database needs beyond those that
handled efficiently in relational databases
The candidate is able to identify and evaluate key problems and research issues in NOSQL
databases
General competency:
The candidate is capable of taking part in scientific discussions.
The candidate is capable of performing independent scientific work.
The candidate is capable of analysing relevant professional and research publications.
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Topic(s):
NOSQL databases:
RDF triple stores
XML databases
Column databases
Object Databases
Column databases
Key-Value Databases
Indexing in NOSQL databases
Teaching Methods:
Lectures
Net Support Learning
Project work
Meeting(s)/Seminar(s)
Tutoring
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Term paper
Final report
Both parts must be passed.
Grading Scale:
Pass/Failure
External/internal examiner:
Evaluated by external and internal examiner.
Re-sit examination:
A new term paper must be provided and the examination must be re-sat next autumn.
Tillatte hjelpemidler:
Coursework Requirements:
Students shall present research papers during seminars.
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Rune Hjelsvold
Course responsibility:
Professor Rune Hjelsvold
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Teaching Materials:
Selected research papers. Detailed list of papers will be provided in the course syllabus.
Publish:
Yes
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IMT6191 Selected Topics in Web-Based Systems - Study plans
2016-2017
Course code:
IMT6191
Course name:
Selected Topics in Web-Based Systems
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Vår
Duration (additional text):
Spring semester.
Language of instruction:
English
Expected learning outcomes:
At the end of this module, students should:
Knowledge:
The candidate has acquired in-depth comprehension of the challenges and technologies found in
web-based systems
The candidate has an in-depth understanding of current research topics in web-based systems
with particular emphasis on semantic web mechanisms, mobile web mechanism, and/or
mechanisms for the web of services
Skills:
The candidate is able to identify and evaluate key problems and research issues in the semantic
web, the mobile web, and/or the web of services
The candidate has developed the ability to analyse and evaluate mobile web applications and
services
The candidate is able to explain and evaluate meta-data representation and reasoning
mechanisms
General competency :
The candidate is capable of taking part in scientific discussions.
The candidate is capable of performing independent scientific work.
The candidate is capable of analysing relevant professional and research publications.
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Topic(s):
The semantic web, the mobile web, and the web of services:
Mobile web applications, services, and application architectures
Location-based services
Personalisation of web-based systems
Semantic web mechanisms, methods, and standards; ontologies
Reasoning over semantic web: Querying and inferencing
Teaching Methods:
Lectures
Net Support Learning
Project work
Meeting(s)/Seminar(s)
Tutoring
Teaching Methods (additional text):
Term paper
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Oral exam
Term paper
Student must pass both parts
Grading Scale:
Pass/Failure
External/internal examiner:
Evaluated by external and internal examiner
Re-sit examination:
A new term paper must be provided and the examination must be re-sat next autumn.
Tillatte hjelpemidler:
Coursework Requirements:
Students are to present research papers during the seminars.
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Rune Hjelsvold
Course responsibility:
Professor Rune Hjelsvold
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Teaching Materials:
The following textbooks are the primary references; further recommended reading will be provided in
the course syllabus.
Thomas Erl, Service-Oriented Architecture: Concepts, Technology, and Design
Dean Allemang, Jim Hendler, Semantic Web for the Working Ontologist: Effective Modeling in
RDFS and OWL
Maximiliano Firtman, Programming the Mobile Web
Selected research papers
Publish:
Yes
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IMT6201 Colour Science - Study plans 2016-2017
Course code:
IMT6201
Course name:
Colour Science
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Other
Duration (additional text):
Autumn or Spring semester, on agreement with the course responsible.
Language of instruction:
English
Prerequisite(s):
IMT4072
or equivalent postgraduate course in colour science
Expected learning outcomes:
The aim of this course is to equip the student with an advanced knowledge of current research in colour
science, and the ability to critically evaluate previous work and to conduct original research in colour
science topics.
Skills
Construct and implement cross-media colour reproduction workflows, and critically evaluate the
methods used.
Knowledge
Compare methods of calculation of whiteness, colour rendering and metamerism indices, and
evaluate their validity and range of application.
Make judgements about the ability of current models to make estimates of scene colour
appearance and of colour difference under different conditions of illumination
General competencies
Evaluate the performance of colour measurement and colour specification systems
Appraise measurement data with respect to precision, accuracy, validity and reproducibility
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Topic(s):
Metrology for capture of scene radiance, colorimetry and appearance
Cross-media colour reproduction
The state of the art and current research in CIE colorimetry
Colour order systems, colour spaces and advanced colour difference formulas.
Colour appearance and the human visual system
Teaching Methods:
Lectures
Net Support Learning
Project work
Meeting(s)/Seminar(s)
Teaching Methods (additional text):
All students will be required to be physically present and participate in two seminars/workshops which
will include lectures, demonstrations, laboratory work, and project work. The exact times of these
workshops will be announced before the start of the semester.
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Exam. One-hour oral exam.
Term paper
Students must pass both parts.
Grading Scale:
Pass/Failure
External/internal examiner:
Evaluated by external and internal examiner.
Re-sit examination:
A new term paper must be provided and the examination must be re-sat next autumn.
Tillatte hjelpemidler:
Examination support:
Dictionary
Approved scientific calculator
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
John Philip Green
Course responsibility:
Associate Professor Phil Green
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Teaching Materials:
Basic textbook:
Ohta & Robertson (2005), Colorimetry: Fundamentals and Applications, Wiley
Additional books:
János Schanda (2007) Colorimetry. Understanding the CIE system, Wiley
R. W. G. Hunt (1998 )Measuring Color 3rd , Fountain Press
P. Green and L. MacDonald (2002), Color Engineering: Achieving Device Independent Colour,
Wiley
Wyszecki & Stiles (1982). Color science: Concepts and methods, quantitative data and formulae.
2nd ed., Wiley
R. Berns (2000), Billmeyer and Saltzman’s Principles of Color Technology" 3rd ed, Wiley
Recent peer-reviewed publications
P. Green (2010) Color Management, Wiley
Publish:
Yes

© NTNU | Teknologivn. 22, 2815 Gjøvik | Tlf. 61 13 51 00 | Faks 61 13 51 70

77 / 122

IMT6211 Image Quality - Study plans 2016-2017
Course code:
IMT6211
Course name:
Image Quality
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Other
Duration (additional text):
Autumn or Spring semester. The course can be run at any time on agreement with the course
responsible.
Language of instruction:
English
Prerequisite(s):
Fundamental programming and algorithms
Fundamental image processing
Fundamental colour science
Expected learning outcomes:
Knowledge
The candidate is in the forefront of knowledge within the field of image quality
The candidate has the ability to discuss and explain subjective and objective image quality
methods
Skills
The candidate can plan, implement, conduct, and analyze image quality experiments
General competence
The candidate has the ability to communicate and lead discussions on recent research about
image quality
The candidate has the ability to evaluate and critique methods for image quality assessment
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Topic(s):
Psychometric scaling
Psychophysical experiment setup and statistical analysis
Image quality attributes
Image quality metrics
Teaching Methods:
Lectures
Project work
Meeting(s)/Seminar(s)
Tutoring
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
The candidate must provide one term paper and a final paper.
In the term paper he or she discusses an open research topic assigned by the course responsible,
including a thorough critical review of the state of the art, providing his or her own contribution
to the field for instance by presenting a limited experimental setup and results and/or by
proposing new ideas and promising directions for future research.
In the final paper the candidate address a problem related to her/his own PhD thesis work within
the field of image quality. The final paper should be in the form of a scientific paper, including
proposed novel idea(s) supported by thorough discussion, experimental results and analysis, in a
close to publishable scientific form.
Candidates must pass both parts
Grading Scale:
Pass/Failure
External/internal examiner:
Internal examiner.
External examiner (or external and internal) within 5 years period, next time at latest in 2018.
Re-sit examination:
Both papers must be resubmitted and evaluated.
Tillatte hjelpemidler:
Coursework Requirements:
Give 2 presentations consisting of an introductory lecture (15 min) and a full lecture (30 min).
The first on the basis of the term paper and the second based on the final paper.
Attend at least 75% of the lectures, guest lectures, seminars, or presentations by fellow students.
Academic responsibility:
Faculty of Computer Science and Media Technology
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Emneansvarlig kobling:
Marius Pedersen
Course responsibility:
Researcher Marius Pedersen
Teaching Materials:
A selection of recently published journal and conference papers will be provided before the course
starting date to accommodate the needs and background of the participants.
Additional information:
In case there will be less than 5 candidates that applies for the course, it will be at the discretion of the
course responsible whether the course will be offered or not and, if yes, in which form.
Publish:
Yes
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IMT6221 Mobile Technology - Study plans 2016-2017
Course code:
IMT6221
Course name:
Mobile Technology
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Autumn and spring
Duration (additional text):
This course runs when there are more than 3 students interested
Language of instruction:
English
Prerequisite(s):
Developing applications for iOS, android, or phone 8
Expected learning outcomes:
Skills
Writing ethics applications for mobile research projects
Working with integrated development environments to create applications that can be used for
scientific research
Analysis of the strengths and weaknesses in mobile research
The ability to deploy mobile applications to an application marketplace
Knowledge
An increased knowledge of cloud computing applications and the role of mobile devices in
distributed computing
Knowledge of the capabilities and limitation of new mobile devices
Knowledge of the changes in society created by the use of mobile computing devices
Understanding of SaaS and cloud computing implications for mobile computing
General Competence
The ability read, analyse and contribute to academic research
The ability to communicate research results to the general public
The ability to analyse and adjust a project based on feedback from experts and end users
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Topic(s):
Conducting research on Mobile devices
Repeatability
Controlling the platform
Optimization for mobile computing
Mobile sensor integration
Mobile device research in limited environments
Ubiquitous computing
Augmented reality on mobile devices
Teaching Methods:
Group works
Teaching Methods (additional text):
This course will focus on advances in Mobile technology, and is designed to develop students'
understanding of the frontier of research in mobile computing
Form(s) of Assessment:
Portfolio Assessment
Form(s) of Assessment (additional text):
The portfolio will be assessed based on a research report and the deployment of a prototype of a mobile
application. The research report must clearly demonstrate research competence in relation to mobile
computing. The associated application will demonstrate the core contribution of the research area
selected by the student.
Grading Scale:
Pass/Failure
External/internal examiner:
Internal examiner.
Every third year external and internal examiner, the first time was in 2014, next time in 2017.
Re-sit examination:
None
Tillatte hjelpemidler:
Examination support:
None
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Simon J R McCallum
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Course responsibility:
Associate Professor Simon McCallum
Teaching Materials:
Research papers from ACM SIGCHI, IEEE MASS, IEEE Transactions on Mobile Computing, as well
as other journal and conference papers.
Publish:
Yes
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IMT6231 Serious Games and Gamification - Study plans
2016-2017
Course code:
IMT6231
Course name:
Serious Games and Gamification
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Vår
Language of instruction:
English
Expected learning outcomes:
On completion of this course the students will be able to conduct research in the use of game
technology in traditional academic disciplines
The specific learning objectives are that the student should be able to:
Skills
Critically appraise legal and ethical aspects of recording and storing personal data gathered in
conjunction with gaming activity
Evaluate user interface design, and to conduct rigorous analysis of human-computer interactions
presented by such designs
Evaluate and judge the effects of video games both in general and for specialised domains
Knowledge
Have an in-depth understanding of the psychophysiology and psychometrics underlying serious
game design
Understand the range of game mechanics used in games to engage the user
Understand the effects of games on player behaviour
Identify and critically examine primary literature in the area of serious games
General Competence
Ability to understand, analysis and contribute to academics discourse.
Presentation of research in written and oral form
Communication of academic research to the general public
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Topic(s):
Ethical considerations of using games to change behaviour
Game interfaces
Universal design
Research methodologies for game interactions
Game telemetry
Game metrics
AI evaluation techniques for "big data" from game telemetry
Evaluation techniques for games research
Ontological and Taxonomy development
Teaching Methods:
Lectures
Group works
Net Support Learning
Meeting(s)/Seminar(s)
Teaching Methods (additional text):
Students will be able to participate in this course using distance learning and remote collaboration
tools.
Form(s) of Assessment:
Portfolio Assessment
Oral exam, individually
Form(s) of Assessment (additional text):
The student will present the results of the research review in a specific area of serious games. The oral
presentation will count toward the final grade. The portfolio is the written report that accompanies the
presentation. This could include implementation, demonstration, interactive experimentation in
addition to the traditional written report. All parts of the assessment must be passed to pass the course
Grading Scale:
Pass/Failure
External/internal examiner:
Two internal examiners, one of them is replaced by an external examiner every third year. External
examiner next time in 2017.
Re-sit examination:
Ordinary re-sit regulations.
Tillatte hjelpemidler:
Examination support:
None
Coursework Requirements:
None
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Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Simon J R McCallum
Course responsibility:
Associate Professor Simon McCallum
Teaching Materials:
Rules of Play: Game Design Fundamentals, Katie Salen, Eric Zimmerman
What Video Games Have to Teach Us About Learning and Literacy. Second Edition, James Paul
Gee Recent research:
Affective Ludology: Scientific Measurement of User Experience in Interactive Entertainment,
Ph.D. Thesis, Lennart E. Nacke (2009)
Publish:
Yes
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IMT6251 Quality in Academic Research - Study plans 2016-2017
Course code:
IMT6251
Course name:
Quality in Academic Research
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Other
Duration (additional text):
The course will be offered spring/autumn depending on number of students registered.
Language of instruction:
English
Expected learning outcomes:
The course will prepare the candidate to take active part and contribute in the quality assurance process
in the academic community.
The course contributes towards the following learning outcomes:
Knowledge
An understanding of what processes are used, the threats that is facing these processes and
techniques for mitigating these threats.
Skills
The student is able to utilize his knowledge e.g. by producing high quality reviews.
General competence
An understanding of academic writing style and documentation structure.
An understanding of typical problem areas in relation to quality in academic research.
An understanding of limitations relating to quality assurance as practiced in the academic
community.
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Topic(s):
Quality assurance processes and metrics in academic research.
Incentives in academic research, e.g. citation index.
The organization of academic conferences.
Use of conference management systems (e.g. easychair).
Paper review and evaluation criteria.
Teaching Methods:
Project work
Meeting(s)/Seminar(s)
Tutoring
Teaching Methods (additional text):
Tutoring
Project work
Meeting(s)/Seminar(s)
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Evaluation of Project(s), seminar presentations and participation, term papers
Grading Scale:
Pass/Failure
External/internal examiner:
Internal Examiner.
External and internal examener within 5 years period, next time at latest in 2019.
Re-sit examination:
Whole course must be re-taken.
Tillatte hjelpemidler:
Examination support:
None
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Einar Snekkenes
Course responsibility:
Professor Einar Snekkenes
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Teaching Materials:
Books and papers e.g.
Irene Hames. Peer Review and Manuscript Management in Scientific Journals: Guidelines for Good
Practice. Wiley-Blackwell. 2007
Publish:
Yes
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IMT6261 Scientific Communication - Study plans 2016-2017
Course code:
IMT6261
Course name:
Scientific Communication
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Other
Duration (additional text):
The course will be offered spring/autumn depending on the number of students registered.
Language of instruction:
English
Prerequisite(s):
None
Expected learning outcomes:
The course will teach the candidates how to produce presentations and papers for communicating
scientific ideas and results, both to the public and to other scholars. The course will focus on the
popular science and literature review formats
The course contributes towards the following learning outcomes:

Knowledge

Knowledge of the most advanced research in the candidate's specialisation area. The candidate will
learn how to target a particular written/oral message in the chosen area. Candidates being at an early
stage in their PhD study will be required to produce a literature review paper relevant for their chosen
area of specialization.
Strong understanding of academic theory and the preparation of highquality research. The candidate
will have learned how to effectively communicate their research, using the style and format appropriate
for their chosen are of specialization.
Understanding the current stateoftheart and applying knowledge to the development of new
knowledge, theories and presentation of research in their field of study. This knowledge will be
acquired through the production of the deliverable `review paper’. This entails identification and
assimilation of the key results in their chosen area of specialization.
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Skills

Ability to support and participate in Industrial and Academic research projects at a high international
level. Typically, a research project will build on existing knowledge. Both national and international
projects (e.g. EU), require that a significant effort is spent both during the project definition and
preparation phase on producing a literature review. The candidate will learn, practise and document
that he/she has acquired the skills necessary to produce high quality literature reviews. Being able to
produce high quality literature reviews is essential in contemporary research.
Ability to understand and challenge the existing knowledge and practise in their chosen field of
specialization. The literature review produced as part of this course will identify key results,
assumptions, open problems etc. as reported in the published literature. The literature review will
group/contrast the most significant papers in the field providing the candidate with an improved
understanding of the field chosen for the literature review.

General competence

Ability to manage interdisciplinary projects with diverse groups of individuals to bring results in the
chosen area of specialization to fruition. Having acquired the competence to produce high quality
literature reviews – i.e. a well structured overview of a complex field, the candidate can utilize this
competence both to acquire interdisciplinary knowledge but equally important to offer scientists from
other disciplines an easily accessible overview of key results, challenges, assumptions, method use etc.
in his own area of specialization.
Ability to organise and participate in research and development through established national and
international research frameworks. The production of high quality literature reviews is a key skill both
when initiating and running national and international research projects. Furthermore, during
networking, having established oneself as producer of high quality literature reviews, one may find it
easier to gain access into a consortium.
Capability of applying latest abstract research within the chosen area of specialization to specific
realworld problems in creative and innovative ways. Innovation often require that a user/domain
expert interacts with a researcher. Mastering a variety of communication formats suitable for
communicating research results and findings, will enhance interactions with users or others that are
looking for solutions to practical real world problems.
Topic(s):
Overview of communication formats
The literature review format
Communicating science to the public
Teaching Methods:
Project work
Meeting(s)/Seminar(s)
Other
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Teaching Methods (additional text):
Self study reading of books/articles
Course is offered at the discretion of the course responsible. There will be organized seminars where
different communication formats will be presented and discussed. Candidates and their supervisors will
be required to propose scientific cases and subjects suitable for the communication formats covered by
the course.
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
The popular science article (2 pages) is evaluated relative to the quality criteria specified in the
course literature.
The scholarly review article (10 pages/) is evaluated relative to Best Practises for constructing
review articles as described in the course literature.
Each candidate is required to give 2 presentations in seminars (popular science style: 15 min/5
slides; Scholarly review presentation 30 min/10 slides)
Grading Scale:
Pass/Failure
External/internal examiner:
Internal examiner – Supervisor and course responsible in cooperation. Or external and internal
examiner.
External examiner will be used within 5 years period, next time at latest in 2018.
Re-sit examination:
The whole course must be repeated.
Tillatte hjelpemidler:
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Einar Snekkenes
Course responsibility:
Professor Einar Snekkenes
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Teaching Materials:
The course will be based on reports, papers such as the following:
[Fink 2005] A. Fink, Conducting Research Literature Reviews: From the Internet to Paper (2nd ed.).
Thousand Oaks, California: Sage Publication, 2005
[Cresswell 2011] John W. Creswell, Tonette S. Rocco and Tim Hatcher. The Handbook of Scholarly
Writing and Publishing (The Jossey-Bass Higher and Adult Education Series) . John Wiley & Sons (5
April 2011)
[Okoli 2010] C. Okoli and K. Schabram , A Guide to Conducting a Systematic Literature Review of
Information Systems Research, Sprouts: Working Papers on Information Systems, 10(26), 2010,
http://sprouts.aisnet.org/10-26,
http://sprouts.aisnet.org/867/1/OkoliSchabram2010SproutsLitReviewGuide.pdf
[EBSE 2007] Guidelines for performing Systematic Literature Reviews in Software Engineering,
Version 2.3, EBSE (Evidence-Based Software Engineering) Technical Report, EBSE-2007-01, 9 July,
2007, http://www.elsevier.com/framework_products/promis_misc/525444systematicreviewsguide.pdf
[Kitchenham 2009] B. Kitchenham, O. P. Bre, D. Budgen, M. Turner, J. Bailey, and S. Linkman,
Systematic literature reviews in software engineering – A systematic literature review, Information and
Software Technology 51 (2009), 7–15
[Gregory 2000] Jane Gregory. Science In Public: Communication, Culture, and Credibility. Basic
Books; Reprint edition.
[Huff 1988] Anne Sigismund Huff. Writing for Scholarly Publication. Sage Publications. 1988.
[Zobel 2004] Justin Zobel. Writing for Computer Science: The Art of effective Communication.
Springer; 2nd ed. 2004 edition.
[Strunk 1999] William Strunk Jr. and E. B. White. The Elements of Style. Longman; 4 edition (23
July 1999).
[Giovanni 2006 ] Giovanni Carrada. Communicating science – A Scientists Survival kit. European
Commission – Europa. Available from
http://ec.europa.eu/research/science-society/pdf/communicating-science_en.pdf Visited March 16,
2013.
[Blum 1997] Deborah Blum, Mary Knudson. A Field Guide for Science Writers, Oxford University
Press, 1997.
[Baruch 2006] Yehuda Baruch (Editor), Sherry Sullivan (Editor), Hazlon Schepmyer (Editor).
Winning Reviews: A Guide for Evaluating Scholarly Writing. Palgrave Macmillan. 2006.
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Additional information:
The course is stipulated to require 150 hours of student work. This estimate is broken down as follows:
Select and read literature relevant for the course (20 hours)
Prepare 2 seminar contributions each including (total 2 contribs * 10 hours/contrib = 20 hrs)
Attend seminars, including giving 15+30 min talks + answering questions (5 hours).
Produce a review article (10 pages), including the 15 most significant works on the subject
chosen, formatted according the guidelines specified by a UHR approved scholarly journal (90
hours). Note that the review of 15 papers in most cases would not suffice for a publication
quality review article.
Produce a popular science version (2 pages) of the review article (15 hours).
Publish:
Yes

© NTNU | Teknologivn. 22, 2815 Gjøvik | Tlf. 61 13 51 00 | Faks 61 13 51 70

94 / 122

IMT6271 Critical Thinking - Study plans 2016-2017
Course code:
IMT6271
Course name:
Critical Thinking
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Other
Duration (additional text):
The course will be offered spring/autumn depending on number of students registered.
Language of instruction:
English
Prerequisite(s):
None

© NTNU | Teknologivn. 22, 2815 Gjøvik | Tlf. 61 13 51 00 | Faks 61 13 51 70

95 / 122

Expected learning outcomes:
The course will teach the candidate critical thinking in the context of academic research. The course
contributes towards the following learning outcomes:
Knowledge
Strong understanding of academic theory and the preparation of highquality research. An
understanding of what processes are used, the threats that is facing these processes and techniques for
mitigating these threats. Understanding the significance of identifying and assessing the assumptions
and premises of research works, potential limitations and problems.
Ability to select appropriate research methods and sampling techniques for the candidate's research
field. When completed the course, the candidate has acquired an enhanced knowledge to evaluate the
appropriateness and usefulness of various perspectives, methods and processes in research and in
academic and/or artistic projects.
Skills
Having completed the course, the candidate has acquired enhanced skills to analyse and handle
complex academic questions and challenge established knowledge and practise within their subject
area. In particular, the candidate will be able to identify and assess the significance of underlying
assumptions made in other research works. This skill will be of particular use when analyzing to
which extent a certain research result is applicable and relevant for a given real life setting.
Ability to support and participate in Industrial and Academic research projects at a high international
level. Understanding underlying assumptions in a project will provide the candidate with skills for
identifying issues that will be critical to the success of a project.
The skills acquired will go some way towards making the candidate able to identify and understand the
underlying assumption present, the candidate is in a better position to assess if these assumptions have
ethical implications that need to be highlighted or investigated further.
General competence
Can participate in debates within their subject area in national and international forums, and in
particular, identify when questionable arguments are used - e.g. because an argument is based on
assumptions that are not valid in the given context.
Can evaluate the need for renewal, and can initiate and engage in groundbreaking thinking and
innovation. In particular, through the identification of underlying assumptions that no longer are valid,
propose alternative sets of assumptions more appropriate in the current environment on which new
research can be built.
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Topic(s):
What is critical thinking?
The development of critical thinking skills
Argument identification
Arguments vs non-arguments
Clarity, consistency and structure
Recognizing underlying assumptions and implicit arguments
Identification of argument flaws
Finding and evaluating evidence
Identifying analysis and evaluating critical writing
Critical reflection
Teaching Methods:
Project work
Meeting(s)/Seminar(s)
Other
Teaching Methods (additional text):
Self study/reading
The course is designed such as to provide knowledge, skills and general competences that will be
directly usable for candidates in their research work. The candidates will present several 'case papers'
that are to be evaluated. The candidate and supervisor are required to propose 'case papers' from their
area of research. The evaluation of papers will be discussed in seminars. The candidate will provide a
written report giving a summary of the paper analyzed, including a critical analysis. Candidates that
produce outstanding reports/particularly interesting or surprising findings will be encouraged and
offered guidance to turn their report into a scholarly paper. The course seminars will benefit from a
multi-disciplinary perspective by including candidates and supervisors from different disciplines/areas
whenever possible.
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Each candidate must hand in his/her own individual report. Seminars and reports must document that
the candidate is able to apply the knowledge, skills and competences in their research field. Each
candidate is to give 3 presentations, each presenting a paper and its evaluation.
Grading Scale:
Pass/Failure
External/internal examiner:
Internal examiner – Supervisor and course responsible in cooperation.
Or external and internal examiner. External examiner will be used within 5 years period, next time at
latest in 2018.
Re-sit examination:
The whole course must be repeated.
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Tillatte hjelpemidler:
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Einar Snekkenes
Course responsibility:
Professor Einar Snekkenes
Teaching Materials:
Papers and books such as
[Wallace 2011] Mike Wallace and Alison Wray. Critical Reading and Writing for Postgraduates
(SAGE Study Skills Series). SAGE Publications Ltd. Second Edition. 2011.
[Brink-Budgen 2010] Roy van den Brink-Budgen. Advanced Critical Thinking Skills. 2010
[Cottrell 2011] Stella Cottrell. Critical Thinking Skills: Developing Effective Analysis and Argument
(Palgrave Study Skills). Palgrave Macmillan; 2nd edition edition. 2011.
[Graham 2003] Leah Graham and Panagiotis Takis Metaxas. 2003. "Of course it's true; I saw it on the
Internet!": critical thinking in the Internet era. Commun. ACM 46, 5 (May 2003), 70-75.
DOI=10.1145/769800.769804 http://doi.acm.org/10.1145/769800.769804
[ Lai ] Emily R. Lai. Critical thinking: A literature review – Pearson education. Available from
http://www.pearsonassessments.com/hai/images/tmrs/CriticalThinkingReviewFINAL.pdf Visited
March 19, 2013.
[Stephen 1985] Norris, Stephen P. "Synthesis of research on critical thinking." Educational leadership
42.8 (1985): 40-45.

© NTNU | Teknologivn. 22, 2815 Gjøvik | Tlf. 61 13 51 00 | Faks 61 13 51 70

98 / 122

Additional information:
The course is stipulated to require 150 hours of student work. This estimate is broken down as follows:
Select and read literature on critical thinking, relevant for the course and the articles selected (20
hours)
Prepare 3 seminar contributions each including (total 3 contribs * 15 hours/contrib = 45hrs)
Present a summary of the paper to be analyzed (5 slides/15min)
Answer questions regarding paper content (5 min)
Present an evaluation of the paper, identifying and evaluating underlying assumptions
(explicit and implicit), explaining and analyzing deductions and evaluating the validity of
paper results (5 slides /15 minutes).
Participate in discussions relating to the evaluation (15 min).
Attend seminars (10 hours).
Produce a written report providing summaries and evaluations of 6 articles with respect to
assumptions and deductions as described above. (1 page summary, 2 pages for evaluation,
a total of 18 pages , 11pt/A4 standard margins/spacing. (75 hours)
Publish:
Yes
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IMT6061 Risk Management II - Study plans 2016-2017
Course code:
IMT6061
Course name:
Risk Management II
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Autumn
Language of instruction:
English
Prerequisite(s):

IMT6111

Expected learning outcomes:
The course contributes towards the following learning outcomes:
Knowledge:
Knows state of the art on key aspects of Risk Management relevant to Information Security.
Is able to judge to what extent a particular method for Risk Analysis is appropriate for a given
problem.
Skills:
Can formulate research challenges in relation to Information Security Risk Management
Can challenge established practises in the field of Information Security Risk Management
General competence
Can participate in international discussions on the subject of Information Security Risk
Management
Topic(s):
Classifications of Risk Management methods
Examples of Risk Management Methods.
Decission theory
Risk, Threat and vulnerability discovery
Uncertainty
Game theory
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Teaching Methods:
Lectures
Exercises
Form(s) of Assessment:
Oral exam, individually
Evaluation of Project(s)
Form(s) of Assessment (additional text):
Project(s)
Oral exam (individual)
Both parts must be passed
The students are required to hand in their own report(s).
Grading Scale:
Pass/Failure
External/internal examiner:
Evaluated by external and internal examiner.
Re-sit examination:
The whole subject must be repeated.
Tillatte hjelpemidler:
Examination support:
Approved calculator
Coursework Requirements:
Draft project report including scenario suitable as a basis for the other chapters. The draft report must
be submitted via Fronter within 10 days of the first lecture.
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Einar Snekkenes
Course responsibility:
Professor Einar Snekkenes
Teaching Materials:
Books, articles and WEB resources such as
RA method classification
Douglas J. Landoll. The security risk assessment handbook, p. 8-15. CRC. 2005.
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Bornman, G, and Labuschagne, L, 2004, A comparative framework for evaluating information security
risk management methods, In proceedings of the Information Security South Africa Conference. 2004,
www.infosecsa.co.za
Vorster, A. and Labuschagne, L. 2005. A framework for comparing different information security risk
analysis methodologies. In Proceedings of the 2005 Annual Research Conference of the South African
institute of Computer Scientists and information Technologists on IT Research in Developing
Countries (White River, South Africa, September 20 - 22, 2005). ACM International Conference
Proceeding Series, vol. 150. South African Institute for Computer Scientists and Information
Technologists, 95-103.
ENISA. Inventory of risk assessment and risk management methods. Deliverable 1, Final version
Version 1.0, 0/03/2006
Campbell and Stamp. A classification scheme for Risk Assessment Methods. Sandia Report.
SAND2004-4233.
RA method examples
IDART (http://www.idart.sandia.gov/method.html)
NIST SP 800-42, p3.1 - 3.21, 4.1- 4.3, C.1-C.9
NIST SP 800-30. p8-27
OECD, “OECD Guidelines for the Security of Information Systems and Networks -- Towards a
Culture of Security.” Paris: OECD. July 2002. www.oecd.org. P 10-12
ISO/IEC 27005:2008(E) Information technology - Security techniqueues - Information security risk
management
Decision theory
Sven Ove Hansson. Decision Theory - A brief introduction. 2005
http://en.wikipedia.org/wiki/Newcomb%27s_paradox
http://en.wikipedia.org/wiki/St_Petersburg_Paradox
Sven Ove Hansson. Fallacies of Risk
Risk Threat and Vulnerability discovery
ISO 27005, Annex C,D
Ed Yourdon. Just enough Structured Analysis. Chapter 9, Dataflow diagrams. + 'How to'.
The vulnerability assessment and mitigation methodology. Chapter 1-4, p. 1-36. MITRE technical
report..
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Uncertainty
Lindley, Dennis V. (2006-09-11). Understanding Uncertainty. Wiley-Interscience. ISBN
978-0470043837
H. Campbell. Risk assessment: subjective or objective? Engineering science and education journal,
7:57 -63, 1998.
F. Redmill. Risk analysis-a subjective process? Engineering Management Journal. Apr 2002. Volume:
12, Issue: 2. p. 91-96
Game theory
Stanford Encyclopedia of Philosophy . Game theory. Available from
http://plato.stanford.edu/entries/game-theory/
Fudenberg, Drew & Tirole, Jean (1991), Game theory, MIT Press, ISBN 978-0-262-06141-4 , Chapters
1,3,6,8
Additional information:
There is room for 50 students for the course.
Publish:
Yes

© NTNU | Teknologivn. 22, 2815 Gjøvik | Tlf. 61 13 51 00 | Faks 61 13 51 70

103 / 122

IMT6002 COINS Winter School - Study plans 2016-2017
Course code:
IMT6002
Course name:
COINS Winter School
Course level:
PhD (syklus 3)
ECTS Credits:
3
Duration:
Other
Duration (additional text):
The course can be run at any time at the discretion of the course responsible.
Language of instruction:
English
Prerequisite(s):
None
On the basis of:
None
Expected learning outcomes:
After having successfully completed the course, students are expected to have mastered the following
learning outcomes:
Knowledge
Knowledge of advanced research in and understanding of academic theory of information
security.
Skills
Ability to select appropriate research methods and techniques.
Ability to comprehend complex academic issues.
Ability to understand and challenge the existing knowledge and practice in information security.
General competence
Ability to argue the merits, limitations, and possibilities of new developments in information
security.
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Topic(s):
The winter school can span all aspects of information security, i.e.
Foundations of information security and security models, e.g. authentication, access control,
biometrics, identity management, cryptography, modelling
Secure programming, e.g. development processes, vulnerability analysis, embedded &
cyberphysical systems
Computer crime, digital forensics, privacy and civil liberties, including legal aspects, privacy
Network security and security operations, e.g. perimeter security, intrusion detection, critical
infrastructure protection
Risk assessment, human factors and security, e.g. risk analysis, security management, security
economics, incident management, awareness
The exact choice and composition of topics in a given year may vary.
In addition, COINS events address cross-cutting concerns like presentation of own research in the
scientific community, and international collaboration.
Teaching Methods:
Other
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Lectures, presentation
Grading Scale:
Pass/Failure
External/internal examiner:
External or internal examiner. Exteranal examiner within 5 years period, next time at latast in 2018.
Re-sit examination:
Whole course must be re-taken.
Tillatte hjelpemidler:
Examination support:
None
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Hanno Langweg
Course responsibility:
Hanno Langweg
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Teaching Materials:
Scientific articles and hand-outs provided by lecturers.
Additional information:
The winter school needs to have been recognized by the COINS Research School of Computer and
Information Security as fulfilling the requirements of Ph.D. training as laid out in the COINS project
application.
Publish:
Yes
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IMT6003 COINS Summer School - Study plans 2016-2017
Course code:
IMT6003
Course name:
COINS Summer School
Course level:
PhD (syklus 3)
ECTS Credits:
3
Duration:
Other
Duration (additional text):
The course can be run at any time at the discretion of the course responsible.
Language of instruction:
English
Prerequisite(s):
None
On the basis of:
None
Expected learning outcomes:
After having successfully completed the course, students are expected to have mastered the following
learning outcomes:
Knowledge
Knowledge of advanced research in and understanding of academic theory of information
security.
Skills
Ability to select appropriate research methods and techniques suitable for the candidate's
research field.
Ability to comprehend complex academic issues and the related ethical considerations pertaining
to the design and conduct of research.
General competence
Capability to apply current abstract research and methods to specific problems.
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Topic(s):
The summer school can span all aspects of information security, i.e.
Foundations of information security and security models, e.g. authentication, access control,
biometrics, identity management, cryptography, modelling
Secure programming, e.g. development processes, vulnerability analysis, embedded &
cyberphysical systems
Computer crime, digital forensics, privacy and civil liberties, including legal aspects, privacy
Network security and security operations, e.g. perimeter security, intrusion detection, critical
infrastructure protection
Risk assessment, human factors and security, e.g. risk analysis, security management, security
economics, incident management, awareness
The exact choice and composition of topics in a given year may vary.
In addition, COINS events address cross-cutting concerns like peer review, presentation of own
research, and international collaboration. A visit to ENISA may be included in the programme of the
summer school.
Teaching Methods:
Other
Teaching Methods (additional text):
Block seminars, project work, peer review, and excursions
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Passing a summer school involves preparation of a research article, engaging in scientific discussion of
the presented article and of other presentations, and peer-reviewing another article.
Grading Scale:
Pass/Failure
External/internal examiner:
External or internal examiner. External examiner within 5 years period, next time at latest in 2019.
Re-sit examination:
Whole course must be re-taken.
Tillatte hjelpemidler:
Examination support:
None
Coursework Requirements:
None
Academic responsibility:
Faculty of Computer Science and Media Technology
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Emneansvarlig kobling:
Hanno Langweg
Course responsibility:
Hanno Langweg
Teaching Materials:
Scientific articles and hand-outs provided by lecturers.
Additional information:
The summer school needs to have been recognized by the COINS Research School of Computer and
Information Security as fulfilling the requirements of Ph.D. training as laid out in the COINS project
application.
Publish:
Yes
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IMT6004 COINS Workshop - Study plans 2016-2017
Course code:
IMT6004
Course name:
COINS Workshop
Course level:
PhD (syklus 3)
ECTS Credits:
1
Duration:
Other
Duration (additional text):
The course can be run at any time at the discretion of the course responsible.
Language of instruction:
English
Prerequisite(s):
None
On the basis of:
None
Expected learning outcomes:
After having successfully completed the course, students are expected to have mastered the following
learning outcomes:
Knowledge
Knowledge of advanced research in information security.
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Topic(s):
A workshop organised by the COINS Research School of Computer and Information Security can span
all aspects of information security, i.e.
Foundations of information security and security models, e.g. authentication, access control,
biometrics, identity management, cryptography, modelling
Secure programming, e.g. development processes, vulnerability analysis, embedded &
cyberphysical systems
Computer crime, digital forensics, privacy and civil liberties, including legal aspects, privacy
Network security and security operations, e.g. perimeter security, intrusion detection, critical
infrastructure protection
Risk assessment, human factors and security, e.g. risk analysis, security management, security
economics, incident management, awareness
The exact choice and composition of topics in a given year may vary.
In addition, COINS events address cross-cutting concerns like peer review, presentation in the
scientific community, and collaboration.
Teaching Methods:
Other
Teaching Methods (additional text):
Block seminars, presentation
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Passing a COINS workshop involves preparation and presentation of a research article and passing an
oral examination.
Grading Scale:
Pass/Failure
External/internal examiner:
External or internal examiner.
External examiner within 5 years period, next time at latest in 2019.
Re-sit examination:
Whole course must be re-taken.
Tillatte hjelpemidler:
Examination support:
None
Coursework Requirements:
None
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Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Hanno Langweg
Course responsibility:
Hanno Langweg
Teaching Materials:
Scientific articles and hand-outs provided by lecturers.
Additional information:
A workshop needs to have been recognized by the COINS Research School of Computer and
Information Security as fulfilling the requirements of Ph.D. training as laid out in the COINS project
application.
Publish:
Yes
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IMT6005 COINS Workshop II - Study plans 2016-2017
Course code:
IMT6005
Course name:
COINS Workshop II
Course level:
PhD (syklus 3)
ECTS Credits:
1
Duration:
Other
Duration (additional text):
The course can be run at any time at the discretion of the course responsible.
Language of instruction:
English
Prerequisite(s):
IMT6004 COINS Workshop
On the basis of:
None
Expected learning outcomes:
After having successfully completed the course, students are expected to have mastered the following
learning outcomes:
Skills
Ability to select appropriate research methods and techniques suitable for the candidate's
research field.
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Topic(s):
A workshop organised by the COINS Research School of Computer and Information Security can span
all aspects of information security, i.e.
Foundations of information security and security models, e.g. authentication, access control,
biometrics, identity management, cryptography, modelling
Secure programming, e.g. development processes, vulnerability analysis, embedded &
cyberphysical systems
Computer crime, digital forensics, privacy and civil liberties, including legal aspects, privacy
Network security and security operations, e.g. perimeter security, intrusion detection, critical
infrastructure protection
Risk assessment, human factors and security, e.g. risk analysis, security management, security
economics, incident management, awareness
The exact choice and composition of topics in a given year may vary.
In addition, COINS events address cross-cutting concerns like peer review, presentation in the
scientific community, and collaboration.
Teaching Methods:
Other
Teaching Methods (additional text):
Block seminars, presentation
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Passing a COINS workshop involves preparation and presentation of a research article and passing an
oral examination. The topic of the examination must not be the same as used for examination in
IMT6004.
Grading Scale:
Pass/Failure
External/internal examiner:
External or internal examiner.
External examiner within 5 years period, next time at latest in 2019.
Re-sit examination:
Whole course must be re-taken.
Tillatte hjelpemidler:
Examination support:
None
Coursework Requirements:
None
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Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Hanno Langweg
Course responsibility:
Hanno Langweg
Teaching Materials:
Scientific articles and hand-outs provided by lecturers.
Additional information:
A workshop needs to have been recognized by the COINS Research School of Computer and
Information Security as fulfilling the requirements of Ph.D. training as laid out in the COINS project
application.
Publish:
Yes
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IMT6006 COINS Workshop III - Study plans 2016-2017
Course code:
IMT6006
Course name:
COINS Workshop III
Course level:
PhD (syklus 3)
ECTS Credits:
1
Duration:
Other
Duration (additional text):
The course can be run at any time at the discretion of the course responsible.
Language of instruction:
English
Prerequisite(s):
IMT6004 COINS Workshop
and
IMT6005 COINS Workshop II
On the basis of:
None
Expected learning outcomes:
After having successfully completed the course, students are expected to have mastered the following
learning outcomes:
Skills
Ability to understand and challenge the existing knowledge and practice in information security.
General competence
Ability to argue the merits, limitations, and possibilities of approaches to information security.
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Topic(s):
A workshop organised by the COINS Research School of Computer and Information Security can span
all aspects of information security, i.e.
Foundations of information security and security models, e.g. authentication, access control,
biometrics, identity management, cryptography, modelling
Secure programming, e.g. development processes, vulnerability analysis, embedded &
cyberphysical systems
Computer crime, digital forensics, privacy and civil liberties, including legal aspects, privacy
Network security and security operations, e.g. perimeter security, intrusion detection, critical
infrastructure protection
Risk assessment, human factors and security, e.g. risk analysis, security management, security
economics, incident management, awareness
The exact choice and composition of topics in a given year may vary.
In addition, COINS events address cross-cutting concerns like peer review, presentation in the
scientific community, and collaboration.
Teaching Methods:
Other
Teaching Methods (additional text):
Block seminars, presentation
Form(s) of Assessment:
Other
Form(s) of Assessment (additional text):
Passing a COINS workshop involves preparation and presentation of a research article and passing an
oral examination. The topic of the examination must not be the same as used for examination in
IMT6004 and IMT6005.
Grading Scale:
Pass/Failure
External/internal examiner:
External or internal examiner.
External examiner within 5 years period, next time at latest in 2019.
Re-sit examination:
Whole course must be re-taken.
Tillatte hjelpemidler:
Examination support:
None
Coursework Requirements:
None
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Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Hanno Langweg
Course responsibility:
Hanno Langweg
Teaching Materials:
Scientific articles and hand-outs provided by lecturers.
Additional information:
A workshop needs to have been recognized by the COINS Research School of Computer and
Information Security as fulfilling the requirements of Ph.D. training as laid out in the COINS project
application.
Publish:
Yes
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IMT6007 COINS IT Security Exercise - Study plans 2016-2017
Course code:
IMT6007
Course name:
COINS IT Security Exercise
Course level:
PhD (syklus 3)
ECTS Credits:
5
Duration:
Other
Duration (additional text):
The course can be run at any time at the discretion of the course responsible.
Language of instruction:
English
Prerequisite(s):
None
On the basis of:
None
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Expected learning outcomes:
After having completed the course, students are expected to have mastered the following learning
outcomes:
Knowledge
State of the art in discovery and exploitation of IT system vulnerabilities
Capability and limits of validation of training methods
Skills
Source code inspection under time pressure
Ability to find and exploit vulnerabilities in software and systems
Development of novel attack methods and tools
Assessment, selection and application of automated vulnerability discovery and removal
approaches
Ability to determine limits, assess relevance and impact of group security exercises for the
improvement of secure software development
General competence
Ability to collaborate and communicate in a team of skilled researchers with diverse
backgrounds
Topic(s):
Vulnerabilities in software
Methods of manual and automated software inspection
Participation in an IT security exercise
Hosting a public IT security exercise
Secure software development
Validation of training approaches; motivation, relevance and impact
Teaching Methods:
Other
Teaching Methods (additional text):
Active participation in an IT security exercise, producing write-ups for found and exploited
vulnerabilities.
Individual reflection about relevance of vulnerabilities with respect to actual occurrence in the
field, presence in exercises, focus in teaching material.
Development of teaching material to improve software development training.
Form(s) of Assessment:
Other
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Form(s) of Assessment (additional text):
Portfolio assessment - students select for inclusion in their portfolio:
1. an assessment categorizing challenges in a CTF competition according to vulnerability
taxonomies and relating challenges to security vulnerabilities in the field AND
2. ONE of the following two options:
1. a write-up for one of the solved challenges in a CTF competition AND a documentation of
training material/processes/tools to improve the learning experience of software architects
and developers AND a (short) survey of approaches to validate training approaches in
applied IT security
2. a documentation on a hosted CTF competition by the students AND a reflection report on
how that competition could improve developer training and how its impact on learning has
been (or should be) validated
Grading Scale:
Pass/Failure
External/internal examiner:
External or internal examiner.
External examiner within 5 years period, next time at latest in 2019.
Re-sit examination:
Whole course must be re-taken.
Tillatte hjelpemidler:
Examination support:
None
Coursework Requirements:
Two obligatory exercises must be passed. An obligatory exercise will usually consist of a write-up that
is not included in the portfolio.
Academic responsibility:
Faculty of Computer Science and Media Technology
Emneansvarlig kobling:
Hanno Langweg
Course responsibility:
Hanno Langweg
Teaching Materials:
Scientific articles and hand-outs provided by lecturers.
Additional information:
An exercise needs to have been recognized by the COINS Research School of Computer and
Information Security as fulfilling the requirements of Ph.D. training as laid out in the COINS project
application.
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